Institute For National Security. Strategy www.inss.re.kr

November 2024.
No. 290

MR

7 NOJH 21— HME  ooiemsien
o}EOl [ dlot

| . =X &7]

Il. FAHO|A AICHO| 3= AlO|H $I8

. $t=22] LZ—A0|H Ot &+ XIChn} Q20| [ 545t
IV. SF AIO|H HA|0f CHst CHS Biot

2Ipora LAY



November 2024. C ONTENTS
No. 290

X Aol IElel Lt

et=o| LS et

. =M NI

Il. FAHIOIA AILHE| 7= AOIH] -

4

1. RF-MOIH-A7IE9| HAVE =efitt 22dd

2. 2% AOIH] SIBe| FEH LK

lll. S0 RZ-AIO|H Rt 2FH TTH =20

2 7920|421 SiEt alo)

IV, 7 AHOIH] |0l CHet CHS ROt

1. CES] S8 718t AjOIH| 0|2 43
9% AfolH] SIEo| BIHRA 23t

/IR M 2 2 XM HAY Lst

NN

BIZ Q2 ALOJH) B 7|8t X4



INSS a2 n
22 Afole $IEo] Lot
a0 T3 ot

P AO[H e x|t
of=2| IS et

a2 x=

| RF 30| Ut HRE AAH 2 S4 HERFZ SAHE| M2t R AO[H 2o S0
SHHED UCE R, AO[H, M7|=0] 2250 22H90| SUELD U= RF 3712 FAER2 Haol UA
o= Xlghl/| a2 =0l &4 Kot UAoll ALt 0] 22 3 AO|H Qte SHF9| |0
CHH[SH | Yol R2l= 015 =g 37 AARMQI FUHEE F3I10|H 0ot =2 @IR0] L, 2HtE=X]

o -
AOIE| TS 12 312 SHAE AT, 275 AARO) L3t AJOJH| SIB01= X1, 23, 9F 228 Hat|
B2

U Ot FHO| AEZe|0E E&lok= HItHE 1t K9

M -
©
I3

UN
CHHIGHOF BICE. AU, 27IOHDTZE 2 AO|BOHAFIIT} 2G| OIS FIIQFOITEY U 2
CHSHB0] RSO0 SICF. SR, D3 AfOJHf OH2 ALk SBoHs DI ELIMS ST 32
HHEAS MEH FRaH0F St

—

MO 23 AfO|H AT, #2 HA|, FAH0|A, 2532

e
et
JH



INSS ==
2% Aol 2rEel Lt

a0 T3 ot

SR

- S-Aolu- 1 7k AA) Alslet Al 5 47149 2§ B3 28 oIAe] BT A
RS ERoR ERVES
- 3 QAR SlolA, RS W3k 5 S50 AolH] b AR S ol A 72
9-9j0] Sl charet FAWIA 1ol 12
ASF AL BFT (NF7E A B 7R FH, ABALHelE HRYOR AFT(life cycle) )
A, AZAR A9 B0 & QT AT, AAL 5 A87|&t 3ol e B4 5

O o

QU= 7 MOJY BSO| et BUSH 2AS Sof S8t O HHN 24 241 of

0l0

= D7 AO|H) SIFO| Chet R219| hS £ IS, T2 A2 2 XIF, LSS TEL{0] SBi01A Bt
x40l 2E7} e
- 9F-Afo]u] Qhich e FFEoIA olfBAL G| AT =A] tat FEY A4, &

[e] bl
Y-S 2t 9y 24, o] & HE A= A4 FdS SET Aol 8¢
R B



INSS a2 n
22 Afole $IEo] Lot
a0 T3 ot

Bl =2mioin Alchol 275-Atoli 2

PEF-AO[H-M7|& AAIt =2t 2244y

=5

7t QFERpO| O FH0) W2 FHoH Mt
- 9F HAH 2 AFE 012 AIHORAO| £30| YXEDIA
2 QI3 SFRIO| YHOZ F7I5IBIA ST} QL £010| skl 7102
- 9% 71%9) 1Este] o] ol YEYA A ad] FrjH oz ozal
nete] o) 9l 93 SAAAY Foky A
B7H2 91 9] Aol RE AL 2 819 2] o] 27174 FAIAo] AAHT YEY
ol 9%, -2 AF7] Sl A FH et Aols] FH0] HHLS
* ST lolEo] £, 95 AAY B 949 4 U A Ak, 954 thet B A, AA
slof cijgt 2A1% 4ot frafet A AelETle) 35 1540l 5715

= YA TAMOZ MEA Botl s F U2 /I=8YS HE2Z Ad-HAE AA% ZIZ0]
S

- o) 99 7k] HoR BRI FUSH: BEAAT A7EH oA B fRe B4 ol

- 98 HIEYAE E85ts W2 AB|A Yol A7 AP weiEE AR, 24 1z
2tof] gt AlolH FA ok Bt A Fokd U=
X Z| 34314 (space situational awareness)S T H= 9442 -8 IFolA Al EYof w2
A AR FPS fotal ot 284 A2 siFolut HlolE o] 34 Yl &

1 243014, 7 2volA Al o] Wiy e wsle} b= e A, F=7dE, (2023 7He%), A29W 3%, p. 183.



INSS ===
27 Aol liol et
a2l tfg wet

Cf. @3 AMO[Hf Of S719| OrE Fei|0f et
ST} AO|H STZINE SAX 29 T2 £42 Q1w OH, 2F-A0|H-L7|= A= elsf £
=3 M3t

% o)A SUAE UAT §AL AT A9 Selo] ofelr, AT 0] A G
% AT Qmere] 4 TEE PRI tAY A ASE Aol¥] o] Hopde Fr)

% 017 2020] T Afole] Ao that AAR oA} A, ool Aek 2 B &
IFAS(AD 5 Ak ABSA AL ol YR 1T FA|9) BAS Zefsto] mFeo)
%@E*u AR 99 P2 7t

# AT GOl b, AT Bl ohje} vl ATt Mz YR o] 5

O

n:Zi
01=0

P Mol A tiSe| A =X HH|

7h. 10| IR 2

MEH 5445t O FROB A F-AJO|H-A17|59| ZBle UM HISTN =502 Olst TXH

- ojEgt 24 F P2 ARME, &2 ol mh A fiSo] obd, FRkARl ¢ AtolH AE &

8 FYH 02 ofsfEkT A2 AUl Aoord BRAL A
- 9% Ao]n] 9Fe] BAH PIL FFAHT A T3S AT BHE £Y A Y

=0 digt BAljo] -4l = ofof o

b=k Q3L 2024 H|olE-Q15A5 AT A A&(Data and Artificial Intelligence FY 2024 Strategic Action
Plan)'& 49, dlolg &3} 7]4kst Al 7|&S 9F Ao 2835181 Ak, US Space Force, “Space Force
publishes Data, Al strategic action plan,” May 14, 2024. https://www.spaceforce.mil/News/Article-Display/
Article/3774329/space-force-publishes-data-ai-strategic-action-plan/ (A2 : 2024. 5. 16)



INSS #=f=H0
L7 Aol o] et

a2l tfg wet

= P MOJB| YIHO| LRI 917 B2 9I

oo

- %0} AfolH] Fho] FYAOE 7T Yk HPHE AYAAFE Eb YA FAS 5

o 22 98

(B 1) 2F AOIH 27| B2 R 782
72 | BHY | 270 2 5%
ke - 3P IUR| 12 R HHOIS REFIIL 94 2 XY= HIOJE0] H5H= 2
- I} RN 710 DO Y HOJE S44 IHON G0 SN FI4E
‘M R HEBIE ALY B2 S5 S44 COIED) i3t YRl/298R S 52%=
ol 29 FZsH= 2
R

91y B2 XATUIA FHAEQI 7|

A . A HE °
SA P RHIRARD009) | 2o Caie gL e Aas

oI = X _L-o—1 S o= /o

- MBIZSE oY | - AR BRIReL XIS (RIC2 2ot BPS 2ol | Siet dl2iE 32 7Y

- MES 54 - St HES 7I2A0 22 2, LS0| 0|5 MTSst= 4
so |eopmms |- St EAESITES 250 B8 R0l 202 £28 9 AL 24
Co HE= MSE YoAZ AU EFlots 54
;;'_; * ClOJ&f = - JJH N A H0[HO UR LSS =M= HEol= 54
e - P4 FIARR £ PR LSS 0B ATHO2 B B0 208 FE

SHACE S Y Yol A g3 24 RY

EX: FAHE2023), AYH(2024), pp. 73-835 EUZ Y2

- $A|9| BotAAT} dlA) e ok MR EIE op], SR mHoE B4
s AU ofo]tlg B3] YT =S Aol S1eIA B dlole] B3, ANYBALE 53 Holel £4
W) 95 W, A9 BAY SHsle] AR 41 S W RN AL W S 5

L.

OH

== HICHE 0 Of & TFefof A

- 37 Ale| Chesier 37 wale] QO1Y, MY 74| HiEt S

M7= RUS°

- 922lo] AATRE 7L HIS7 PRI A, TR 719 BIE B AhE 34 el s

|0

| Ol 2 ARO|H 2] HILHES 2X17t

3 249 0]44%(2023), p. 189.



INSS ==
27 Afols $lziel et
gl thg et

% B4 Zo] 27H5T 95 Qaeold MAekE Tsls Aol YIS Totel] olgitk A
=R E
% S, PO QI Y Fdo] Agtelo] ek NNIS FAL FASAL LUt 34 5 A

- 23] A1432] 95 Alo] Qzato] BAL Fshs walo g A7e] Aol SRS 1w 4
9lo] 27 F} vju] AL ul8-S St

= 0= 92 AAH0| HZKQI B7IQU4E B2 HRO0| 5715101 25t 207} OfAS Mt QImato] o

¥ QRN HETSS QR4 U 9 olmelo] oet B8} JEE S ES S9o] ¢

ol 7]&0] Aol¥| FA BHs} F2 ARF0] 93 Qlmety HAEE 7|4 e
C}. BIE &2 SIS RIofsts HOHHA|S 2H

BIZH LRI} AR SB1 S0 OILIE 33Ol SBOIME BEA0| SUEIRA UIBT #2139
%I

¥ 1ol Tt wizk] The AAlh Mok ThA oA AR} R SEOR S

oo z:zn}% 28 A

ol gz S AF7|oA T ATEY O, AFE FF AR, STHE AH|A9
Obc’ci*c}, oA sy 5ol ®IRis] 24y

- QA2 HAAA L Aot ST A o2 UHE 2 A At i AddS =0l

=
AR A AR A

AQ024), p, 178: £54 BAL B 2 Yol YA A=l = = 27 SR, dole] §EL FAT AL
oA Hat 2009 B9 &AE 1E 4= It} B. L. Koerner, ‘Inside the OPM Hack, the cyberattack that shocked
the US government’, Wired, 23-Oct 2016; T. Harrison, K. Johnson, and T. Roberts, ‘Space Threat Assessment
2018, 2018: J. Sigholm, ‘Non-State Actors in Cyberspace Operations’, Joint Military Studies, Vol. 4, No. 1, pp.
1~37, Dec. 2013

A4, PRI ofset B4, (A2 HrgAL, 2024), p. 178.

T

AL “wlH SFAAE At 9 AFEel S5 Alo|HEk 8 B W A, FAI8A} Alo|= bR Y R F:
$-= AtolH] QtELO] AR} A, (2024. 3. 13.), p. 21.



INSS ===
27 Aol liol et
a2l tfg wet

B ot=0 250 ot 21y TIEH F 0] TS 318

1. et 3 AO|H QtE F by T

n
e
=
H

d
T
A
=
s
1o
ﬂ
0z
40

TN AR A= o] A=
X 9 AolH /IR AFF M olet 554 HoAAH 75 B 2golRke 4 FiE 20309 olFo &
sk 3871 AR GAE %

- 271 29 AR QIHRTE BUA(24~28) TF M BE 273} Q) ol
£ %0 ARIOE te3 gon gust AH| 5 9F Aol B A A TeIRL 4

* 252 203090 7191 Ak IS 4 8% F50) IS Sl L ANE W) AH L Al &
Fol 292 £33

|_|-_ _?__7'5 A|-O||j-| St=0 Hl[HiI)gl =] |8—I )xltél Q:!‘E_F

= O — o

" B EDISPIBULE SUOR S L N0 3] R TISTI U XY 4D, $75
N

I
[
)
)
H
N
u(*)
o
FIO
i
vl
)
)
X,
ol
H
N
y=!)
jatal
2
Iz
,
1}
A
o
A
1o
.
rO
=
©
ox,
Sl
Y
N
D)
1P
12
o

7 Junghyun Yoon, Jungsik Um, “Complex Challenges of Space Cybersecurity and Their Implications for ROK,
Korean Journal of Defense Analysis, Vol. 36, No. 3 (2024), p. 355.

8 IELFI|EANEEI], A3 AAAFE T8 EF A o (2023. 5. 22.) http://www.kasp.or.kr/ kasp_news/
kasp_notice.html?ptype=view&idx=8098 (A Y: 2024. 8. 22).

9  Yoon and Um (2024), p. 356.



INSS ===
27 Aol liol et
a2l tfg wet

X 99 AR A4S FUHOR ThRi W 2Ag o] BAjel, TeR AT, U T
o] 1A, ) QR 9% 7S B 95 91 B8t A0 AR TN

0l
r

Ch. @2 AO|H] M2fat =IOt M2ko| oA 0|5

U 2 ok 2 HRl= ‘2IHEEY

=

B, NS, *FASEY 2
S0

S0 27451 QUOLE SUEIT QU= 7 AlOJH LSAA LIS D=3

% 20234 69 229 AT SF/PLUFHAN F7iehs A SFATAR 27 A FIYYI B Y3t
Fooha Bot tfHL FEIYOR okwS SO T ARA] e 4

% 202491 29 20200 vRAZ SF/RLAY HokEe] g A15EAA 4%
1 glont ‘o7 5 BY T B P vpoleiz oy of J e AEA AFe] IAL Ue

T.E
En)
o
-,
=
o,
[>
o
il
W

- ALO| Ottt O]

b

[Pl TZEMQ1I2024 =7 PAOIHQIEHER Ofl = 23 AfO|H] Q2 2 LE2 Sl

% 27} Ayolnelet 8 A2d9) AolH BUY 4o FR BEF Shtz AstEort B Ml
ZohETEE B 1T 7j40] HBE /MAE A2 2 gAY

i

- o]t Rl ek 27} AlolHiekE Ak A 2R WA ARKORA 95 Aol¥] o 33
e A L A vheio] 49 5L At 2o g

i

2, BIZke] FOf3H HOISIE HIDE 9I3 3 TI0|=240l 2
- BI7t0] P NOJH| 9I3 TS I3t B8 Tj0I=2lele] A= RIS ZIUFH 5 AOJL| Ot H2 Q
012 Hio}

%’47]1‘:‘”\}%1 il 1‘04 ol Qe =Ul 7|9E2 S25E AQsiale 1Y 28, B+ 7]e

=
32lA -?ZFHZ:‘%‘OH “Hﬁi UZE A 71E ol SV @717k Atold S0

o= =]
0244 59 Wz 95713 YR ATBEE 249 9 HFHOR WAL, 20309714 T 2
3 23U 5 F 10071 o4 AL A

it

10 QA “9FkE WS 9% WA A et G, W At gl TINSS AR, (August
2024), No. 281, p. 1.

11 =7IEEA, "7k AfoHQtE = (2024. 2), p. 27.



INSS a2 n
22 Afole $IEo] Lot
a0 T3 ot

KO- SR AZ 719 2 A B, SHAR-AHTE AY 719 5 5 95 A2do] izt 79
2% 37 34

2H2271040] 91 A4 EAOIMSE] D3 AO|H] QIR0 HHIE 4 QUTE BH= IR A2I0| ME

¥ 95 A AEL0] Ajolu] Qi E4E 913 Flol=atel U 95 AlolH] 9IF TGS AT W BE BolA

7t R-QF-MOIH| SBHH 9B S 57

» 0|22 ZEQHHE AMSE ALO|HEHOF Ll QT2 H OI(CISA)2 LFA|AH! SHA O|H 2t 271725 LA5}
I, M 5SS M Q1Hef2 7, Xafil 22 AO|HEQF XIS AetotlIA =
- 20219 6¥ 93]o|A Hrojst ‘-l maPHK(Space Infrastructure Act)' 9] -9 ZFEQHH Foj
olsf Al d=et2 EFH 167] F-E70 S-FAIAHES F71e AL FAISH U Ol

= EE5H S 7FALO|HZ 2 (National Cyber Strategy) O @& ARt QIZ2HS HSSIH TItoh= ALO|H €
0l LS5t | 9l 2 9| THE X FHAAIE Zatet=E FA(18. 6)°
- 1] R S5, Aol B 95 5 B9t 2P oA FAF SR —Q—OD‘E]L 27 7l
T 2 (Multi-Domain Operations) = =8, i Al57t3 FAR o Ho] wAfsh= %]
HollA Fto] FFaford FAH] A5 A

- Z22 SO 2 A0t Ot F2F AHS 9f5h 3, Alo|H, FAH, MM (S e S8, 9FA
AREIOLYEQITAAHIHR S5 2oIcje ET0I0I54uIR MRAX|FBIH(SSF) S A7 2EOR &4

12 1671 4 lzeh 72 afsh 4dAld, B4l , 4,
FAA, HA9%, JH7]e, 949 3—%*1i5:‘1, Folor 5oz EAE

m&:
18
o
>
BN
o
A1
o
[t
jia)
N
=7
o[o
_}
2
i)
)
:
)
>
of’
1>,
it
ox

13 National Cyber Security of the United States of America (Sept. 2018).

14 U.S. Department of Defense 2018: U.S. Army Combined Arms Center 2021; RAND Corporation 2021.



INSS ===
27 Aol liol et
a2l tfg wet

- SFAILG RS YED AAFRE SFCAISR-FFTTC -5 AL = -AfolH 817
RS 95 T8 95 g AP EE T

- AFADRRE SHLR 5L 95 AolH ZopoA 9] 59 Ve IF2 Aot glom #
A A FH= A P F

= EU 9A] 8 Qlm2to| 95 AHIAN TSt OEES A5t A0 B2ORRE 93 KAS HEs)
= 20 MM QM2 2

- FHF=(ESA)Y] FAEA Q] ‘SPACE : The Five Dimensions of Space 4.0'& 53l FHo]
o

FToHE 95 QP W BOH RS AAELR, RS 95 Qe BE, 95714 W Aol Hel

Lt BICHER 9% AfolH I8 TS 52

= 0|52 SYHH0 7|2h6t0] SFAIAR O HITHEH AfO|H 20 thS

- "=t Hlo] & A R= 2024 A AL Fto] 833 3009 FElY olite] 9 2wt
HE F8 YEAY Alo|H] ®ol& A3l 5l7] 95t ks 23, SR 7|ukt e 3%

7R

= 5 A 9 A A ARBESE AU 4 L o] AfolH FZof FoF
sto] =9 37 thio] E 7o) ol i - A4 SRR E IEY A 752 A A
o7 FF

- S BE71EYA 2030 S ol B 5 AAHI0] 2= AlolH] FA0| Higt k& AL}
FoF/doll thulstal S5 AIARIY] BE 7S FHistel] o 5 AtolH Bl tiH|E ="
% QAAEL 5G 015 A 71 AR AE Y Sof 7IuHet Fiolmak 75 L AT 95 7%t AR HE

3 7S S-8&oto] bt BiE B HAE x5S BiE 7

OiN_I

N

15

16
17
18

Adam Ni, Bates Gill. “The People’s Liberation Army Strategic Support Force: Update 2019.” China Brief 19
(10). 2019.05.29. https://jamestown.org/program/the-peoples -liberation-army-strategic-support-force-
update-2019/

QYA “LAHO|A AO] 3 Ao|H Y thS W FINSS AR 17, (November 2023), p. 6.
https://spacenews.com/u-s-space-force-ramps-up-cybersecurity-spending/ (2023.03.28.)

As], W71, AA4E, “FR= 95 AfoIH Al E FH FF 24247, RIS AHUASY,, (2024.3), p. 17.



INSS ===
27 Aol liol et
a2l tfg wet

o
H
ro
Ho
44
>
>
om
=2
0
ron

|fdS Zlastoll 2l==E defoll, R84 AMAIQ| H=lg 7|2dE

2017 *27}Qtsek(National Security Strategy) O 201X 2IEHAT #E0| KRS oryxioz Q

Kot=s Al

= £3|, LFHHX|Z-5(National Space Policy, SPD-5)g Salf 7 AIAHC| AO|H T HSS 2Ist

S{utAlnL QD A3l X|EIS HA|(21. 12)

% SPD-5% ARIZE 9% ARIASL A B3 HAe] B8 £, AdfolH Belol that 7 2, Adtold
B Y5 AW HA, AT A2Ee) 74 AL AL o] ol 97 A2do] AFIHE A
A 7153 QR AHlA 9 dolEe] BAY L84 5 A% 5 Se, AW Bolel e 52
HIEA] ERHES A

- v} SPD-50] A, BE S7te] 9 A2 2 glo] A £ % BHY 4 At U
B 7Y 5 dnele] gigt 9w e v|=at g9 2vtolo] AR 5

SF0M2 ALOIH ¢/ 2ts0f CHet Pt HE SR st
- "l CISA, FBI= &% A 0|3 X= 9/ AFAR=o] s ‘Uliﬂ} =A /454 (satellite
communication: SATCOM) Y E Q30| tjgt Alo]H-g3ZA o] T 95 & o= Hot
2 UH Alo|H 9 &0 gt HE F5 XS AR
- 20239 39 v|=k F7HARO|HEEHONCD) T 172998 95 AlAE AEjA Q] Ato]HQt
B A5 A6 1zt 719 Ao A87E FES B8 5 AlolH EbAA Sl 33t 29

o
B= A%

19 The White House, “National Space Policy of the United States of America,” (December 9, 2020), pp. 3-4.
20 The White House, “National Space Policy of the United States of America,” (December 9, 2020), pp. 3-4.

21 CISA, Strengthening Cybersecurity of SATCOM Network Providers and Customers, May 10, 2022(Alert Code:
AA22-076A), https://www.cisa.gov/news-events/cybersecurity-advisories/ aa22-076a

| 10 |



INSS #=f=H0
L7 Aol o] et

a2l tfg wet

s P U Qeot AT e AT B, QB4 Bloluaie) el 78 WA U 9 Ao 9ld
o] 247} 9% Alo]o] BFL EAS o}] 918 A2 mt Toket Aol mt Tedo] o)

» QF0E 3 28 MEY XA O] 2F M2 I A3 (United States Space Priorites

Framework) £ 2fH»

- 53], W7 71 4S o SR 95 Afole) Hek 917 Zrfol thgetuat 20234 39 Y A
A 414 AZAVRF S ALAANA FIZE 95| 28 Afo]Bmeh ) sjo|Salel S
* 7ol Eekelof s 95 AT Heisl Hobgo] 917, SFAIAT TRl gk AIA} Shasiof & 7]
£19) 5ok 2] 9 v e Hestol A4

22 https://www.whitehouse.gov/wp-content/uploads/2021/12/united-states-space-priorities- framework-_
december-1-2021.pdf

23 Ao, #7149, 3/44E(2024), p. 14.

24 Japan Space Industry Office. (2023). Cybersecurity Guidelines for Commercial Space Systems (ver.1.1).
Ministry of Economy, Trade and Industry



INSS ===
27 Aol liol et
a2l tfg wet

B 7ol ol chzt s et

1. CISH /™ 718 Ao[H 0| 23 +~F

- QF-AJOJH] B FHORR HAD2ATF P AIAH FHO| XY FHS F 4 2002 HEYT 2=
of FQI TS TR

A 2ZEole P FE2ollA Hiolg J2E=E S35 dulolES 3
%1'3}3’- Ao, Y4 T A-914 T HIEHAE 348 AfelH 99 oSl Higt Hivles A

HHS0|

= g 2 Alg-1d 2 HE0| 285= U0 fatet SAY AHIAS QI X2lot= /g8 2ot

|_-||E 44 X—IQ_ A|EIL

# BT Aol AXE AT, B4, vlold A oA Alet 2k 1Al
95 AEHIE (Starshield)S AL, % B3 B4 94 $4 5822, 127

Lt 23 AMfO|H] A2 Fofd0| £

e}
1
ook
>
|>
0z
mjo
O
0=
|0
HU
Ml
oA
4o
0x
Ho
HT

[e)
S
~

N
o

25  https://zdnet.co.kr/view/?n0=20221209081331



2. %

INSS a2 n
22 Afole $IEo] Lot
a0 T3 ot

Z MOt Aol HIHEY A=t

7t D3 MOIB SEHZ| FF7| HoPH TITt 2 M

T AAE I A, A2 B 2 FHR] LetE 25 AOH 28 HAQ| FefE TH e
=i
=]

o 7} 92N 2ge] AESERA 95-Alol¥| @] dhat A7t A o
9 R, Bt ok WY U oA veie] FARA SHHOR so|Setele nfa

» 2 ICT - HX - 92 7|7] SOl 21R5=11 Qs ‘AT EQ 0 XX HAM|AM(Software Bill Of Materials)'

rd
o
Hr
b
ke
for
[l
E
@
IO

K|ZID}Z40] 7R - A7 TpRo] M=7| Z20to| EGAT} HOINS HLt 2I5l8 LQ
t. Sot9 @3 AMOH 34 7tsd |

2 25t 2% Aol B7HMO| 2Ust THMOIS A5t b AOH, 242 LA T2} 5| U
=

o A20[Lt L0 [Mef =9 A 771 HE 20N 25 7tsd

53], HehUASE AT L 7149 B3 AT 7Rl ol HErkE R 4goE, B
o =

26

27

A2 HEe A 20244 39 0] AT AR PIES) T 710 AITEIAGPS) Bt WA AwE v 90
™, 0] 92AFE(U.S. Space Command) AE[E 2}o|8l(Stephen Whiting) AF T ®IA] Bato] n]2 92 A ARG
QI A4} 7]k AR ke BQekT S-S AT Eofeln 93 AlojH] okr WHEo] B FT} (2024. 4. 16)
750, “Astels B3to] Alold] T4 A%} S, Fol4H W 4723, /I AZATLY, 2023, pp. 2~3; 28},
23t 8723, K-44F 10013 9ok TARAIR,, (2024, 4. 23))

0

| 13 |



o

U
ol
z0
K]

[
~O

b ek 9 S} Aol A

(0]
R

49 371

o
1_

o
[e)

& Ao o of

Al 2gof o

_o=
T

I A T, A%

o=z 2
A=Y

AFF A LH 0] Zo)A BIRE =

1} obg,
A

Ay
oH

BAE-RA
of uty

X AT ALH

N

T=

F AA

o

H

olo

5 7} 249 of

=99

HO]-

O
T

ol &

= R MOIHIE HISHA 7S Sl 5822

THNEZE A34434

TABH 24. 4. 23.)*

1o
ks

o

1 9

5]

9zoh kg 7}

H
ZOqL

J))

=]
T

)

T
L

e

9=

Ho%E

o]
=

/‘\J__

3

o2l Hu
2E2 A

3l

o) A %

o =
(o]

59

o B 97 AR SR YT olSfe] PR

ol
=

=
=2

UE I A of

ol

AIA

MotLt Ol AP 20 7|

FHRIA} E

"o
o

e

JtHIE2

164

2| E|0] 2= AtO[H

ar

AR08 Qte

ot %

= 0
= TI

otH, O

INRFHEY 0| 20| AlF

o+
mjn

ol
80

™
K
od

ol

Kk

F

SiIYC =]

o

i
S

o
a0

- Ty iof Al

7t B #8942, Qv $4

=

Qo 7]

Aol

gt

X 09 A"l o

28 2U4(2024), p. 2.

39).

2]
=

. OFAoF3A1(2023 ' 5

o 9, F7H o] e 23

X

14



INSS ===
27 Aol liol et
a2l tfg wet

GPS A&t AtolH HRt 3 7iAl, @RIZE -5 ArdA 7 d o= 2| 20] e =&, WAt QI

o=
et w2, @AY HE] FE A £ 5

4, T 23 AO[H ¥ 7| =Y

- BIPYER0| SHE HOMIR Y 9 SIHE HOMIA 2t

-IO
>.
°
E

I LT A At

% BY TOFOIR YRS FHUFOR SholF A 5 U ohe Bl 7R B S 9ot Kol
%Al gsio} Gk S BAY | BT A2 7

2]
=

o o

Lt BIZAOIH 18 EIX| 2 Al B B9
- DITIO| MGt 2% AATION CHSH ALOJH! 913 EIX| 2 B AT, Al B0 S8 22| HiAUZ Yat
- 9% AAbo] Z71SL olsBAR} el T 9L Mstel wejo] FE} v o
B3t B a7k gle. Bl WTE 95 Apto] S5 Wl ;A 29 A 9| Wol ol 5 U
- mfeba] QIR AT 4 Qs 9-AtolH] SPS FHOR BAsty 1 AnkE Asto] 91y

30 2Y44(2029), p. 8.



o]

- ATFlRHE A90) 97

AT, ARE 7le N R

e
%,
%
u(*)

INSS #=f=H0
L7 Aol o] et

er=ol thS et

)
Mo
o

=
=]

oQ
o

ro

1}



INSS ===
27 Aol liol et
a2l tfg wet

Hnes

TARALS, 2022, ‘A4A} SFHEHS 7] = 741%1

Z7IRYEA 2023, A F AH9] VIR A

——, 2024, "7} Alo|HQtE M

Arw], 2023, “K3lol= E3HY] AtolH %7% A} gf-3,” FINSSolrH 83 4725

AR 2024, W SFAAE AL bR S| HEQE 8 FRF E AJART, FAI8A} AF
o= g Au: 5 A}Olbﬂ Qte o] At} Y,

FAE, 2024, "5 AtolH] Ht AF I A", TAI8F} Alo|H=x7HA R Y AR 95 Alo|H ¢t
Hol Fslyl A,

23R, 2024, “9F AlolH] QbR W5o] B gt} (2024. 4. 16.)

A7G4], 2024, TFQEE O o|get £, (AL BFIAY, 2024)

———, “9F0kH 9] 323} Alo|H QHH " KACA-KASS 35 A AA THAR, (2024. 5. 8)

QUA, 2021, “§5 BEGE A o FINSS o] B 24035,

—, "R Y, =7HA dfu] BiAl ZH, obAlobEA|(2023E 5 39).

——, 2023, “wAHo|A Al O] -5 Alo]H LY o3 HRE FINSS A=, (November
2023)

———, 2024, “9-FRE WA Q15 HA JfA: TR R, Y Al )7, FINSS
AR, (August 2024).

49 - o1E, 2023, " 2 0|2 At vITHE Holet S WA BAY, FErdE,, Al
20¥ 3%,

O|AE, 2023, “FAMAL 9 FATH FH=O] g3 HA W AJARY”, FINSS A2k 17, No. 228

HR2Z, POl M A5 AtolH ko] Fasint, THMRA,, (2023. 3. 20.)

ZAst, “B3t s 24, K-4E 10043 D}, PRI, (2024. 4. 23.)

71X TS, AR AP E B8 061} AlE P (2023. 5. 22.) http://www.kasp.
or.kr/kasp_news/kasp_notice.html?ptype=view&idx=8098 (A L: 2024. 8. 22).

Jervis, Robert, 1978, “Cooperation under the Security Dilemma”, World Politics, Vol. 30,
No. 2.

Harrison, T., K. Johnson, and T. Roberts, 2013, ‘Space Threat Assessment 2018’, 2018; J.
Sigholm, ‘Non-State Actors in Cyberspace Operations’, Joint Military Studies, Vol. 4, No. 1.

|17 |



INSS #=f=H0
L7 Aol o] et

a2l tfg wet

Koerner, B. 1. 2016, “Inside the OPM Hack, the cyberattack that shocked the US
government’, Wired, 23-Oct 2016.

National Cyber Security of the United States of America (Sept. 2018).

Yoon, Junghyun. Jungsik Um, 2024. “Complex Challenges of Space Cybersecurity and
Their Implications for ROK, Korean Journal of Defense Analysis, Vol. 36, No. 3
(2024), p. 339-367.

U.S, Space Force, 2024, “Space Force publishes Data, Al strategic action plan,” Secretary of
the Air Force Public Affairs, (May 14, 2024).

The White House, 2020, “National Space Policy of the United States of America,”
(December 9, 2020). https://trumpwhitehouse.archives.gov/wp-content/
uploads/2020/09/Factsheet-SPD-5.pdf (A L: 2024. 8. 10.).

https://zdnet.co.kr/view/?n0=20221209081331

| 18 |



INSS #=f=H0
L7 Aol o] et

a2l tfg wet

Abstract

Challenges of Space Cyber Threats and Korea's
Response Strategies

Junghyun Yoon
(Institutue for National Security Strategy)

As recent space activities expand into civilian computing systems and communication
networks, the importance of space cybersecurity is growing. To prepare for the challenges
posed by this space cybersecurity environment, it is necessary to proactively explore the
structural vulnerabilities of these interconnected domains and identify the pathways
through which threats emerge and spread.

This study examines the patterns and complex attributes of threats in the space-cyber
domain and diagnoses Korea's situation as well as the response measures of major
countries. Based on this, it aims to propose response strategies that address each structural
threat. First, cyber threats to space systems require a comprehensive approach that
encompasses the terrestrial, link, and space segments. Second, it is essential to prepare
for the asymmetry and diversity of actors that promote the security dilemma in the space—
cyber domain. Third, a national space security strategy and a space-cyber response
direction must be established in close alignment with the national security strategy and
cybersecurity strategy. Fourth, public-private—military partnerships that are suitable for the

era of space-cybersecurity must be strengthened, and new cooperative governance

frameworks must be established.

Keywords: space cyber threats, structural challenges, new space, space security strategy,

public—private cooperation
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