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- 7)1& vl Al A1 @A A(Universal D
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Article 19, 1948. https://www.un.org/en/about-us/
ULV |

b

CECRE

flo

Je 299

UDHR, “Universal Declaration of Human Rights

universal-declaration-of-human-rights (A <: 20234 9¥ 7¢

ol A “9473_31]' HEY ARE 7HE A 9 7 gl= 94 7HX]-‘4' =73
International Covenant on Civil and Political Rights,” Article 19-1, 1967. https://www.ohchr.org/en/

A 19z

U A 2

3 UDHR, © ivi i
instruments-mechanisms/instruments/international-covenant-civil-and-political-rights (A2 Y: 20234 9¥ 79).

A19Z 134 “BE AR 7H] gl 94 A A8 9 23olAs “HE S ARet A7 2, vty g 4

e A48 E,

4 UDHR, “International Covenant on Economic, Social and Cultural Rights,” Article 16, 1976. https://www.
ohchr.org/en/instruments-mechanisms/instruments/international-covenant-economic-social-and-cultural-
rights (A 20234 949 89Y). Al1X 1PolA “BE Y FE AL 7L FA A A& A-5A4 2Aot BAH

AP, 28 A 2w BA
3 |
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- A AT 7P @A FoAgols dE] A HEY Af E FEY ARH, 1
3 710 whE A

- ‘HHO| A S oA “FHO tisf] L 4 U= HE(right of access to information)’ &
P8t vldder By

- 59], gAE &7 lojA] Aztolu S AEA EHE F U A A E R
O A{HZ 5% u|E Al

- =919 A AR ARt HEYTH, AHRIY AE A, AMHIEE 25T A0

(]

- WFANE 59 Fe A AelE PR BAR A FEEL glow, B tAd

» ‘TIX|E A5 9|ZE A|U(The age of digital interdependence : report of the UN Secretary-General’s

High-Level Panel on Digital Cooperation, 2019)" £11Af°
- ARTARI EEAI AE FY Al Higt 5 A& 84, AUAE AR 4, AT
o 4 HT, Aol AAIS) A% 75, A Y A, A=7EZE HAE gEa el

5 UN General Assembly, “The age of digital interdependence : report of the UN Secretary-General's High-Level
Panel on Digital Cooperation,” UN Secretary-General's High=Level Panel, 2019. 20194 6% 109, AF-&74o]
HAd Fgo] Wt 19F WS 4. TAE FDYE A B EEo 2 HE AIA

https://digitallibrary.un.org/record/3865925 (A2 L: 2023% 9 8).
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‘MEA SHote X E 7|8 & 21E(New and emerging digital technologies and human rights,
2019) &Aoot x01
- 20194 6%, Al412} 3]9)oflA] UNHRC(RIIHEOIAS])= 1A S71 2 259 st Ay
7Fset 9, 713 & A" gk HA AHdE @ ok A0t Al41/1155 S
- OAE 7leR I3k 1, B4 9 ARE o] 913 Whof] tis UNHRC 474 3]9)(2021d
6Y)oA o]ALZlof] A A& A A

OIES @8t = =LA call to action for human rights, 2020)7 2 ‘CIXE S Qe LEM(A

Roadmap for Digital Cooperation)’®

- QES AT PT S oAM= AEEAE 2030 AE7Fse Y YAE A7, Jd A2t
HAUSS AW S4 & A& S

- YA g8 Rt REW A= HAE A% sat tAE AT A3k YAE AEE A4,
?1H0] On-Lined A= EFEoloF h& A=

CH BN Y e A, OXE 7|&0] 0F £ U= B, 712 # UH|(Possible impacts,

opportunities and challenges of new and emerging digital technologies with regard to the

promotion and protection of human rights, 2021)" 211A°

- AM7s o] Hig A Y ATAE SROIA Y] £H 2 A, AE Higt FE,
AZAS] At 5ol digt A2 FAE =

UNHRC, “New and emerging digital technologies and human rights,” A/HRC/RES/41/1, 2019, https://
digitallibrary.un.org/record/3834167 (A~ <: 20234 9¥ 89).

UNHRC, “A call to action for human rights, Statements,” 2020. https://www.ohchr.org/en/statements/2020/
02/call-action-human-rights (A Y: 2023 9¥ 8Y).

UNHRC, “A Roadmap for Digital Cooperation, Report of the Secretary-General,” 2020.https://www.un.org/
en/content/digital-cooperation-roadmap/assets/pdf/Roadmap_for_Digital_Cooperation_EN.pdf (AAY:
20234 9€ 99).

UNHRC, “Possible impacts, opportunities and challenges of new and emerging digital technologies with

regard to the promotion and protection of human rights,” Agenda item 5, 2021. https://documents-dds-ny.
un.org/doc/UNDOC/GEN/G21/110/34/PDF/G2111034.pdf?OpenElement (A4 Y: 2023 94 99).
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» QIE{LIAO] OIS I HE SFR(Promotion, Protection and Enjoyment of Human Rights on
the Internet, 2021) ZA22'"°
- QIHY QI X, B 9 gkfof et Ao = AE, FEof it 2 FEE WUefsty] 9
ok JIE Yl At RIS A
- Zb AR, §A, S7RRIE7 |, AN AR 9 RITHRRo] TAE A%} siaE ARt AEEAY S

AT AS, g 9 =8 A3 2e 29
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= QEHO|5|(Council of Europe ; CoE) ‘KEIHEEH2(Convention for the Protection of Human
Rights and Fundamental Freedoms ; ECHR, 1950)"

- FHAERF A102ONM e Aol B AhR-of Abrol Hiet HeElek 5718 Aol
U =730l BAgle] oAE 2ol A Ee} ofo|tjol g 'l Y A7t ZokEE A

= ‘EU O|0|E| 25 $2(General Data Protection Regulation : GDPR EU, 2018)'*
- AIB5x0 A HHY] Af ot -, Hof wEt el tlofE Haddt B 4 9 heZ o&
A i Bobd] 5E 24| )8 myste] Bd @ YR Ao et W' 2o4AY AL
Rt

10 UNHRC, “Promotion, Protection and Enjoyment of Human Rights on the Internet,” 2A/HRC/47/5, 2021.
https://digitallibrary.un.org/record/3937534 (A4 Q: 20234 94 99).
UNHRCE 20214 6€¥ 7%, 201949 Al41/115 Zojo] wet Q1 53 2 B59F A=At “EA 540 U= o
A9 7]&o] v 4= Q= I 713 E IA"E &S] 3 BIAE AE.

11 CoE, “Convention for the Protection of Human Rights and Fundamental Freedoms,” 1950.

https://rm.coe.int/1680063765 ¥ ECHR, “European Convention on Human Rights,” 1950.
https://www.echr.coe.int/documents/d/echr/convention_ ENG (A <Y: 202349 9¢¥ 159).

12 GDPR, Art. 85 GDPR, “Processing and freedom of expression and information,” 2018. https://gdpr-info.eu/
art-85-gdpr/ (AL : 20234 102 69). ‘GDPR2 201843 5¥€ 2545 €] AJPH T Q= EUQ A EHE S |,
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- FE AT 20009 =00 71Q19] 7|24 Q1 BAT sk, ‘{FHAGVEATT S AP
- A Aoxof A Aol vt Hel', Al11x01A “FE718e] Hdoly =7dol TAgle] HEet

ofo|t]ol Wil AT AHf7 3 BE WA

» Q3 CJX|E LFAIEE 2030(2030 Digital Compass: the European way for the Digital Decade,
2021)™

-HAE A A E, 40 T A 22 AACE 7] HAER A% 713] | On-

- T2 U4 93 $99 BRAo| et EUNBSIAL, 93013, EUCIAEl: tAg Aet
A% L3 AR vo] 2

=9 OXE He| Mot OX|E 108 =(European Declaration on Digital Rights and Principles
for the Digital Decade, 2022)"°
- 20229 1¥, 9l =E vAE g H dHof wet A S A4, 20219 39 74
Aot JB Y= 20308 7HA] Aol tAE Ak digt w2 AA|
- AAES HAE Agof Hitt 71E AleS FHEE AHUAE vlH A&7, AEel A=Y
A B, ATAE 3749 Zof X1, AN P E At Rof, AYAE HEZ 95

13 EU, “Charter of Fundamental Rights of the European Union 2000,” 2000.
https://www.europarl.europa.eu/charter/pdf/text_en.pdf (A Y: 20234¥ 109 7).

14 FEuropean Commission, ‘Communication on 2030 Digital Compass: the Buropean way for the Digital
Decade,” 2021. https://eufordigital.eu/library/2030-digital-compass-the-european-way-for-the-digital-
decade/ (M Y: 2023 10€ 7).

15 European Commission, ‘Communications Networks Content and Technology,” 2022. https://www.
europeansources.info/record/european-declaration-on-digital-rights-and-principles-for-the-digital-
decade/ (A Q: 2023 10¥ 8Y).
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16 &P HEAR, “OAE A etz 202349 99 259, https://www.msit.go.kr/bbs/view.do?sCode=
user&mld=113&mPid=238&bbsSeqNo=94&nttSeqNo=3183520 (A L: 2023 9 289).

17 u¥, “%& gAg v)d 28 BexR" 20239 99 239, https://www.mofa.go.kr/www/brd/m_26079/view.
do?seq=415 (AAY: 2023 9¥ 289).

18 dighyl=r FABe g, ‘A F5HIALS] 7Hx|et o] et % - vxE dAd FE,” 202349 99 25%.
https://www.korea.kr/news/top50View.do?newsld=148920752 (HAL: 20234 9¥ 28Y).

19 ISP BAR, ‘TADEd st 92, 2023 9€¥ 269, https://www.msit.go.kr/bbs/view.do?sCode=u
ser&mld=117&mPid=111&bbsSeqNo=88&nttSeqNo=3175677 (A L: 2023d 9¢¥ 289).
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= 2022 MAXETA(FREEDOM IN THE WORLD 2022)*°
- Eﬂ‘éﬁ}oi@reedom House)= 53h F|oto] A & A7HE A&, HA| A= 210
= & 532 1004 T 3 2= AlZ]oh, B, gt FEAHUAR Fof ofo] 519
HA= 715
- AAA A (political right) F2(AAA = HHAF=219F A2 o] A7 7]5)1A+= 0-(40
A 9, AAYA ZF8(civil liberties) F-(FEE} AF 9] A48 AAR] 291 A w7914
A7 HE)of A= 38 (001 ) 7=

= 2022 =714 Q1 AME{ETTA(2022 Country Reports on Human Rights Practices)
- 20229 @ AAH=7F RAA: E3HCountry Reports on Human Rights Practices: North
Korea)ol Al 53t QAEEA Q| 41244 A 4& H'?
- ARV EE SO gt A 71, A &1 £ ntjofo] gt =79 SA|, AJMEU
Aol ek Azt Algt, A3 Aot AARY] Aol tiet 7, AF R, 4199 Aol o

20 Freedom House, “FREEDOM IN THE WORLD 2022, 2023. https://freedomhouse.org/sites/default/
files/2022-02/FIW_2022_PDF_Booklet_Digital_Final_Web.pdf (A4 L: 2023 10¥ 14%).

21 Fotu|=iAE 9 JARE, “2022 Country Reports on Human Rights Practices,” 20234 39 20€. https://www.
state.gov/reports/2022-country-reports-on-human-rights-practices/ (AAY: 202349 10¥ 159).

22 FStulE oAb 9 gAY 2022 Country Reports on Human Rights Practices: North Korea,” 20234 39 20<.

https://uploads.mwp.mprod.getusinfo.com/uploads/sites/67/2023/03/032023-2022-HUMAN-RIGHTS-
REPORT-DPRK.pdf (A4 Y: 2023 10¥ 159).
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AL 59], ‘B A FE2 53, F=, FAof HEkRL, FAlok FollA A

» 2022 MIARIRE A 9 2022 271 Q1A MEjR 1A S SHOR "BEO NF', HE 0182 K39
S TIXIE oA Li8S 2™
- 37 ACIEEAI Ay, AJMEU ARS-E] AR, AAE B PlH ol Ahf, A9 EATE] 2}
FHEOR Qo
- AR BAE 1] A2 sEfehe] Aol wep AMSE, HAL] A, AM] A
w8, ESE A S At R
- 532 HAE 7E2 o8, 2R AR AE H ool et A B ARE ASta A, 4t

HEE9 9% Pu H2e A WS

- 0SS AR 2R
- AAGEE A3 AGY AT D AE Y, AR SIM S AGFA, ADLLEIY 8, A
23 FA, AU A2E A0 A AR 2ol 2 zawg 5 919 ABBE AT
20219 H}el HEES 19%2 A% S/ 408 24, 44T AGT £ 4§ vl o
FEAIS 19 H5 Pele} o mBSyto] o] §”

23 UN, “United States Mission to the United Nations (.gov), Remarks at a Third Committee Interactive Dialogue
with the Special Rapporteur on Freedom of Opinion and Expression,” 2023% 109 12¥. https://usun.
usmission.gov/remarks-at-a-third-committee-interactive-dialogue-with-the-special-rapporteur-on-

freedom-of-opinion-and-expression-irene-khan-2/ (A2 Y: 2023 10¥ 169).
24 ‘FREEDOM IN THE WORLD 2022’ ¥ ‘2022 Country Reports on Human Rights Practices 2] W& 53l A 2]

25 Internetworldstats, “North Korea Telecoms Market Report, Telecoms, Mobile and Broadband - Statistics and
Analyses,” 2023. https://www.internetworldstats.com/asia.htm#kp (A L: 2023 94 7).
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Abstract

A study on how to approach North Korean human rights
issues using the concept of a ‘digital bill of rights’

Zeno Ahn
(Institute for National Security Strategy)

Recently, the South Korean government released a ‘Digital Bill of Rights’ that outlines the
principles of freedom and rights in the new digital environment. It aims to establish a new
digital normative order and protect people’s rights in the digital age, It is also significant in
providing new standards and directions for North Korean human rights issues.

In addition, the international community, such as the United Nations and European countries,
is strengthening its responsibility to protect universal human rights in the digital age through
various ‘charters of rights’ and ‘declarations’. Therefore, it is necessary to lead the realisation
of universal norms applied to digital human rights in the North Korean human rights issue.
However, despite international discussions about adapting to the new digital age, digital
human rights violations persist in North Korea.

To date, there has been little research on digital human rights in North Korea. Recent
reports on the human rights situation in North Korea have identified the country as one of
the most violated in terms of "freedom of expression” and "freedom to choose and use
information,” both of which are digitally related. In addition, North Korea is revising and
strengthening various laws and regulations and controlling digital-related sectors.

In terms of the direction of human rights issues that have emerged in the digital age, this
study seeks to establish human rights norms through digital norms and approach human

rights issues in North Korea.

Keywords: Digital, Bill of Rights, Human Rights, North Korea, Law
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