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13) GWF Hlo]E &= th2 SEl4] BHIgt Al o]t Jaeyoon Park et.al., “Tlluminating dark fishing fleets in North Korea,” Sci—
ence Advances, Vol. 6, No. 30 (July 22, 2020); Jaeyoon Park and David Kroodsma, “New Technology Unveils Massive

Illegal Fishing by Dark Fleets in North Korea, What Next?,” (July 22, 2020). (https://globalfishingwatch.org/re—

search/2019_analysis 1llegal fishing/, 74 2022.4.7.); Jaeyoon Park, “A 2020 Analysis: Detectmg the Dark Fleets in

North Korea and Russia,” (January 20, 2021), (https://globalfishingwatch.org/fisheries/2020-analysis—dark—fleets /, 7
A 2022.4.7).
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RJol = ©F 20,000 el ytol vl 2] %] 23t T 20179 ol F ol B3 o 2
VA3t Mo S 2 FhAel dhat FRE AR 2] olgik, 4 o] FolAE 159 B9l
297 712 FARE FHNE PRt 247 1S 3418 Bast gt

PoES] 2018\ X|FHIA | w2, 20188 AT 17]d#2] 248 7H42 5T 919H(7,250
gda])olgl o}, 201949 HFRUA ] w2, 20204 19 GA] Y 371442 249 714e
407+ 912k 57,000 Ee)olQAek. o2 1/ 9re) = Fatalm oF 21,750 Del, 7HA o] of 3]
7Wto] BESE 2L & 4= Qlth o] ZoAE o]2 20199 2YHE sHAo g 7hEsI) 20204
FZR A w2m, 20206 g AP 7FAL 309k 2Jo(eF 46,000 Ba])ol2=t], o=
SRR 5 DA 298 1A oF 15,333 G 2 4 sick Aol 49 ] A
steket 2 o 4 9lek 20219 %ZEEEH of wE, At 4/ LAre] 29A 712-L 207 9ieF
(30,867 &), 570E 24 7142 307 912H46,301 EE)olgle,. oI5 1/l EAte = ShitohH
O} 7,717~9,260 Sl (8 5,459 Seolch T ol 2417 7p2Ao] Ak sleket A o
% oItk 2017d9] 7% 20183} 717o] £ Ao FHataL, §] 7HAEE 158 A=
ghifste] oFA 9 159 9] olAlpel Hohd Htel 29d wriede :
20194 ZJ%EJH o w2, 20184 Bk 2 YA Wl oF 129 925 Y53ty sl
ol o] 29 F4A¢ 0.98% e} tl-saolsitt. Hat2 2017~2021d 7|7 24H T2
oF 5329 %*31%— Oi—‘é—d 108 FAH

= 2017 2018 2019 2020 2021 A

53l 214 36.8 60.4 338 4.2 156.6
A3 389 61.2 185.6 79.8 9.9 375.4
A 60.3 98.0 2459 113.6 14.1 531.9
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Z730] Soi717] el B 7HA) A1 doiz Aol Sick. A, W4k Any|2o] ¥A| gong
FANA B53E A7 514 0] 2fol & 1e{shA] grot: i}, Tt Z]uly} 2jH|o]E 5 551t
FATY JA| A= 55 FAIJARE G@7HE ApolE 8ok AolER Waol=
Q=] et B diEAIAZE 248k ol A, AAlR T AEHEAR= =7 A7t
AANA ZjH} 2Ho]E o] 6182 Fto] Qlrkal Hpof 2! B4 g]lAd mEjn|YE
oo gttt &9 A, +EPAE AAAANES W2 ZHAof] T e gl U499
73 U= FANAES E2 7HE ] Ao kel it eEolA A2 SAAAR]
AR A, oA A2 AR AoltHFEA A, o] 2dAe #la3
Tu|AS 20%= 7Rt & 5ot Aut IaE A FAAAES 20% 4 T, AAG
A=) Al FAA AR 20% B Zhofl F+ghehal 7Y it

W7 e tiF=r F A D7 he ofAloF A A A 9F thE Aol T ofAlo Ao
T A" g7t B 88.5 E21(20179), 107 22(2018'), 78 221(20199), 61 E21(2020
WA, A= gle 202189] B, At Fdet 7S HEsI= /it o7]ef 20%9]
2laa nejn|ge AEsty 53] f e WaE 9rhs £ 71 221(2017d), 86 ©21(2018
#), 62 €¥(2019%9), 49 ©21(202049), 49 221(20219) = F+4Fe 4= A,

17) ‘29 (kick back)& H3to] F=oll &S 5T W 53 = 9 ool gl SAXA Rt WA At AA] 4-EH 3t
FAAAIE A TG F=0] A FATE 53 FEAA A EFe ol o] A & T}
2ANE Aog B gong TukE 2ol iAsjof gk, W, 2]H|o] E(rebate)= Hito] AAEL AT o B3t
= 9 Faofi o]l FAIAA KT A A1skar A -Gt FA AT 2pAREE: F3t Q1 YgAprt Hek T o 2 ELE]
W= oot o] -9 E3he] pqjolio] F=t sfjtol] AV E AR & 4 glong TnkE 7ho BAgsfok otk I
Z}o] @2 ZAtol| w2, Z1ei} 2luo] EO] H]-8-2 ZFZF AFRH 0] 10% 30Tt 53 T3 ket S F-3AE 2, g
H|o]E yhaio] 71 212 Ape] 5 o] o] 79 AAE FAIsH| f1gtol et Ak o= 51, Bt FH3JAb= o]l
obd mjEH ] 30%F T2 F=roll AAgslioF gk of 7ot A4, 25118, 4SR0S 52 Akl U, &
A3|Ab= A F Aol Aol s1H Y STl glek o714 ZM2 ujE -2 WA B usto] a3 ol IRES 7
A2JAF W7ol k= el 1, efHo] B Fro] eI e dFE FHAHCR HEe e aTor B4
Ut A2 o] it g, TES QS SAY 2 vlAUE B4 FEFEEF AT AFA)S SHeR (KF He
ARG, 2017). PR, BRto] tiF= 52 Bt FA A Bt W 2 A7 258 255, T 792
AZFFEAR AN A lE ERS RB00 2 RV ot A0 R ), webi] 5eto] 5= 2
A Q1% ZZA(FOB: Free on Board)oll we} E7H|9F Bl m 7t aote| 2] FA|ul, F=9] fQHofl= &4 23t ez
(CIF: Cost and Freight)oll whet ot H]-g-0] 3te]o] 7|55t T18dd] KOTRA AV F3to] vle= 4¢3 =3l
TEAN 7158 Ag AN ALEACI R R, Heto] AA &3 G B EF71] B B mvhE oA g E o] St
WA 5210 g B TRt A dE o] Qe 54 ERH B 5] e £EYA ] 5%E At whebA
AA] 2} ejEo] E H]&-2 £E YA 9] 10%7} ozt A7) oot EFH]et R mE Algt 5%& B Zlo] ee] o]k,

18) 20174 3871714 S=2] Hekit FAs Q7= UN Comtrade dababase 3. (https://comtrade.un.org/, A4 !
2022.3.15.). ofAJoF Ao Aet vt o3-S X (https://www.statista.com/statistics/214236/thermal—coal -
prices—since—2003/, A Y 2022.3.15.
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1~949] 73k oF 4002] ol A 2|4 2509 =& B-E ekl ehet PR 20219 S RN =
2020 0] BeFS 4805 Eo &2 £AF) A, 20219 9] A$ 2~59 47197 U4E Bfo
364,000 BTt 20219 FFHE A o] W=, 20209 9LoflA] 2021 8€7HA] 552,400
E8 UEF of7|dls SR IA Y] 7|58 EiFo] 2] o] 9l& Zlo| 1, 20204 10€5-H
20213 197121 = &0 glom g EoEe 2021 6~8¢Y 7|7F 18840058 712 W4-Z31
Ao & 49tk 220213 W& B2RS 55240080 & & 4= gt 201892 nfoly Eafo
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AZF 509t viE AHAG £ #HEH AlAE 20189 19EH AR o] 717 AR
LA AL g0t Ag0] B 7|Z o2 widy 81.9 =& (2018), 74.4 Z(20194),
47.4 221(20209), 78.3 E(2021 ) et o] FHe| glA3 meju|YE ZHitehH &5
A U4 Sk wiEd 98.3 28 (20184), 89.3 ©(20194), 56.9 ©{(20204), 93.9
=22](20219) = At

7 |k PoE HalAgo] g, gt By F=7 8l SAjote] s HAf +F 2T
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B B wUFS W EY, 5 Ury BFL Uehde, o
A9

, 50%7F 3 A%, 30%7F 2 A 5 M Aldeler e FAsket, of 2elA

19) (https://www.opinet.co.kr/glopopdSelect.do, AL 2022.3.15.).

16



INSS

MY £ 23: 2017~20211H0] A|I7|1E F4l02

baE= 1m0 May 2022 No. 163

o+ 1559 HjE)o]

w1 2539 vl ), 20209 9] -9, 1509F~440

8

I

Zoltt. 201818 9] 7%, 831~2277 wijE(

ki3
=

3

I

2019 9] A< 1259~3805t v (

b

A
T

g

2959 "), 20219 9] 7-¢- 209E~50%F viE (Bat: 357 i E)o] Yol = )l 2021

ol

Aol

i 1AL

FH 2017~2021 9] 7]

S

Mo

=]
=

el
o%

<k
T
B

fe]

=
il

o

A elaa Zejvde

L oF
oI

2ot -]

o] ot

=

o} ik, weba whel 2l aa

2o e A

I

ot

20%2 Yoz 714

o

S|
S

T | —| Q| &
.__.mﬂ V) ) ﬂ_v
N | |
o o (@) (@)
N |
SR
(@) N — (@)
N
QA ||
(e} N N (@)
N
= N | N
() — —
N |
S| = —
(@) (e») (@)
N
i
__a.E .MVT UE
{FoAh | ok
W en | B0
B! oF | o
o=
S
~ %o myl
xr

3. AtolH 2jgho]

o, wut

2oj7)

A9} ZEAOlE £ B 7H HAO R of

5t

A

9|

+ A

eleho]

Aol E

e BFA ¢71= Tt

s B
=

Sgle wlnsto] of

o
=%

17



INSS

bl May 2022.No. 163 S810] 20 SHHeH 29 2%: 2017~202119] A7|E SAO2

£19] oFo] Aol T5-8 Hidden Cobrat} 1 2.2t 71 5 Ak} Aol
s 9lct Hidden Cobra®} = Eat Atold] ZEZche thofst o202
AAle AEE= 2550 e 0]"/}—/] A 75730l =
7o) = oM F L} AFYS %’——nﬁ]—"’ = Aoz defxint, ul= CISA(Cybersecurity and
Infrastructure Security Agency)+= 202097 E 53to] Ato|y] S5 duta}l 1dHske] Q5 o]
D= BeagleBoyz2 F4o1L Slth. = 1 Aohe EX Aelr| ot Bk xtolH] )b o]
9% A8 A5 e

A

oS g

5] Ajo]w] 9I5pHo], 2 BeagleBoyz 201592 E] B FEaH7] ALalr] o}5e)
5.0 A5} (Hat currency) & A Aol HEA F6917'7 25519 (crypro currency)
£ A7 5 oA AR Beels <GS oo 5 gor TR} A4 A,
23 ATM7] &8A1HE FASTCashehs oM ne 3o 2 A7 ue] A3 & 84S
ko] 7I2AAAY 519 AEHHS 55k WA(FASTCash ATM cash—out), 2-8Z2A%
(SWIFT System)-& 5-A5k= A 502 o]Fojzith, ¥, S2}= Ex3|Aht A40] e
st 7+ (hot cryptocurrency wallet) a175) tastdE Wiy 21| F42 &7 H, o
GAE A Al 2S5 o= e Atel So& daelshs YA e R oo,

EEA9 dlolg ZaiE2l AHo]da| A A(Chainalysis)?] 2022 HILAo] w2H, B3
2017~20208 717F oF 119 &3, 202143 oF 49 2o o= Ao steE A3 ste] 2017~
20219 712F F 159 Eefoix] 9] So st E A=, o] T 13.3% 22lojAE Faslety
179 gejoj2|= ket Qlokar ghh.2b vb, 713t @<l Traders of Crypto2] 20214
HuAo] mad, toshy siZat das4d asdiide HeEstal 2017~20209] 7|7t
AAAR o2 TG it siHAR 5 ERto] A2 Zo] sty T3 et A9+
oot SfFARAQl 2018 19<] Coincheck Crypto Heist & 174 (5.3491 g2jolx]) whof
ATt ghoh. ofgk, 452 AR 53] ZfQolFrt SH5kA] gk A= 2018 24 2ot
|7 A4 (Bitgrail Crypto Heist, 1.7 @2]o]2])7} 2020 9E 5}t ] Sl7dAHA (Kucoin Hack,

20) &5t Atou] EsF o] gk W2 th-2-1t ot 1) Lazarus Group(aka: Guardians of Peace, ZINC, NICKEL ACAD-
EMY), 2) Andariel(aka: Silent Chollima, Dark Seoul, Rifle, Wassonite), 3) APT37(aka: Ricochet Chollima, Group 123,
Reaper, THALLIUM, ScarCruft), 4) APT38 (aka: BlueNoroff, Stardust Chollima, BeagleBoyz, NICKEL GLADSTONE),
5)TEMP.Hermit, 6) TEMP.Firework 7)Kimsuky (Velvet Chollima, Group G0094), 8)Bureau 121, 9)Bureau 325.
(https://www.hhs.gov/sites/default/files/ dprk—cyber—espionage.pdf, 741 2022.3.21.).

21) Chainalysis Team, “North Korean Hackers Have Prolific Year as Their Unlaundered Cryptocurrency Holdings Reach
All-time High.” (January 13, 2022). (https://blog.chainalysis.com/reports /north—korean—hackers—have—prolific-year—
as—their—total-unlaundered—cryptocurrency—holdings— reach—all-time—high/, A Y 2022.4.4.).
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[t

2.89 F&o]A))Q1E? Bitqrail Crypto Heist 3172 Alo|de] A GA] Eet Adjo] opaa

[¢]

Tskal Q= HHA, Kucoin si7-2 Alod Al ALt ?l 2 A7t g 5 53 Agfoletn
westar Qe A= Traders of Crypto= 2016 % Wra et Al S423 dlx]a SFARI =
et adjog a4 qlokar B gk,

T2H= Kucoin 7 o] & A3Y17] AR5 B o] glonz T 74x] 7-¢-9] B3l
1.4 Gajgt Aol Zekolr]| 2 gty 3HH, Traders of Crypto®] EIlA o= 201143 o]% 100
SFAATE ZRtE] o] Qlof iAo &2 I A2 AR S WA Qlet. o] KA o= whA
Jot Aol Al A B o= X 9l 4ot s og Hito] AHH FAe 20174
], 20199 2,59 €2, 20209 0.239] 23] 5 £ 2939 go|t}. oA =o=
6,}’8}%, 5392 2017~20214¢ 13.69 2o x]o] 45t E s or At Aoz 4T
[e)

oj

Teh} o] Fojo] mE B3ke] glsfielolati B 4 gich AR, Alold Al A0 w2,
A Fash] 5 oF 88.7%(159) D] & 13.3¢] Ge)ut FFHeng, 2017~2021d 713
BAT 1369 Helolne] dosh] 5 dast Byl FYR FAL o 129 Bz B 4
Ak, =4, deshd o] AFe} o dAlo] A AlE, 121 HFH o dgelste oA
SIEAIE 9] o] B Rskal, whetbA o] oA Adet 2o eprE AFshof etk nl=ol A
ntefbg Mg A% a7t 5~10% 7HolARt, S8EF (bank heist) AH2] 3¢, A5
TR 7F25~30%C] Eotrhal ftet. shARt f S ot o] A9, g o] Hlw A 49 o me

r l

O

HHO 2 2 Aoz A, o] ZoAL B} A 42 E 10%2 71T Aol o]
A% WA 0] £ 129 T 10%9] oF 119 FeE 4] sipelon 2T 4
AUth T At 55 o =AGA) Fod dof HEs) 51t Qategdo] #A(F7hE
Aol
22) @EiA “Bot 21t 10E 7 AlA 100 28 S7d ol Aut o)AF ed.” Voice of America (2021.4.8.).
23) PoE 2020 X|ZH 1A,
24) 53 S7 1F0] 20169 & FEAHEH 2ol A= AF FEeu|A] T4 A 0.819 € H e Aot
o] FollA 0.31¢ E=f(ef 38%)% Z291 S Aol A AFH L, YA 0.59 29 F 0. 1504 ‘;PE{‘C et Al
o] Uzl 2ottt uheha] Bato] AA| 53 &3h= 0.359 Dejetal & 4= Qlotk o] dHl, HA O w0,

Al 28 | b SiA, 129 29 AR (RALDR) 20218 64 214,
25) Andy Greenberg, “North Korean Hackers Stole Nearly $400 Million in Crypto Last Year,” Wired (January 13, 2022).
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B Gobd 5ol el (179 Fel)o] DokAlat o] 5 U4 Bae] detrg o B 4 g AL

OP%E §ch. 202149 24 W= AR A, HY, *%194 T 3% H3 SAE 74T
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26) U.S. Department of Justice, “Three North Korean Military Hackers Indicted in Wide-Ranging Scheme to Commit Cy—
berattacks and Financial Crimes Across the Globe.” (February 17, 2021). (https://www.justice.gov/opa/pr/three—north—
korean—military—hackers—indicted—wide-ranging—scheme—commit—cyberattacks—and, F Y  2022.4.4.)
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Abstract

Estimation of North Korea's Major lllegal Trade Income:

Focusing on the Period of 2017~2021

Soo-Ho Lim
Sung-Bae Kim
Gee-Dong Lee

(Institute for National Security Strategy)

This article estimates North Korea’s illegal trade income from 2017 to 2021 after sanctions
against North Korea were in full swing. During this period, North Korea's commodity balance
recorded a deficit of about $6 billion, while it earned $2.13 billion from sales of fishing rights
($530 million), coal smuggling($510 million), and cyber hacking($1.09 billion), and spent
about $580 million smuggling of refined oil. Although not covered in this article, North
Korea is estimated to have earned an additional $2.54 billion during this period through
other illegal and legal transactions. On the other hand, a considerable amount of foreign
currency(a) must have been spent on importing WMD parts and smuggling production
goods. Therefore, the actual foreign exchange balance during this period is estimated to be
1.9 billion dollars - o’. Although we did not provide a direct estimation method in this article,

our estimate is that North Korea's foreign currency reserves at the end of 2016 were about
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Abstract

$10.6 billion. Therefore, as of the end of 2021, foreign currency reserves are estimated to be
‘8.7 billion dollars - o’. Confidence in this “foreign currency buffer” may be at work in North
Korea’s recent push to test and launch a state-of-the-art missiles. However, once the corona
pandemic is over and switched to the endemic regime, North Korea’s trade will increase
mainly on imports, resulting in a large deficit of commodity balace and foreign currency
reserve is expected to be rapidly depleted. In addition, the foreign currency reserve estimated
in this article is shared between the private sector and the authorities. Efforts to absorb
privately held foreign currency are continuing, but there are clear limitations due to resistance.
Ultimately, the North Korean authorities are expected to focus on illegal transactions,
especially foreign currency acquisition through hacking. Also, since the smuggling of WMD
parts or production goods cannot be reduced, they will try to save scarce foreign currency by
reducing imports of consumer goods. In this case, the already difficult life of North Koreans is

expected to become even more devastating.

Keywords: Balnace of Payment, smuggling, fishing rights, hacking
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