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Abstract

The Logic of Alliance Survival in the Transitional
International Order:
The Converging Mechanism of
Institutionalization and Leverages for the
ROK-U.S, Alliance Modernization

BAN Kil Joo (Korea National Diplomatic Academy)

As international order is transitional and the second Trump administration
revises a conventional formula of alliances, alliance risk management draws
attention, rather than alliance cohesion. Despite these challenges, in 2025, the
ROK-U.S. alliance has completed its basic design in a relatively stable way.
What drove the ROK-U.S. alliance to this achievement? Institutionalization
and South Korea's leverage assets, taken together, served as a sufficient
condition for the agreement of the ROK-U.S. alliance modernization, These
two drivers, institutionalization and assets, still matter for the follow-up tasks
of the alliance modernization. With this in mind, South Korea needs to put
more emphasis on addressing a gap of perspectives between the two allies
and, by doing so, harmonizing their inherent goals. Moreover, South Korea
needs to design multi-layered diplomatic and security initiative based on 1)
self-help, 2) alliance, and 3) solidarity in an effort to maximize the effects

of leverage assets.
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Abstract

A Strategic Analysis of the Operational
Mechanisms of Russian Hybrid Warfare in the
Georgia Conflict

Jinil Oh (Ph.D, Candidate, Joint Forces Military University)
Byungwook Choi (Professor, Department of National Security Studies,

Sangmyung University; Corresponding Author)

This study analyzes the operational mechanism of Russian hybrid warfare
in the 2008 Georgia conflict by applying the strategic triad of goals-means—
ways as an analytical framework. In the Georgia conflict, Russia's strategic
objective was to prevent Georgia's accession to L}E and to preserve its
traditional sphere of influence in the South Caucasus. To achieve this
objective, Russia pursued a hybrid warfare strategy characterized by
long-term, incremental encroachment to shape favorable conditions, followed
by the rapid and concentrated integration of military and non-military means
at a decisive moment, and the subsequent consolidation of outcomes as faits
accomplis.

Through this mode of hybrid warfare, Russia effectively delayed and
constrained W5 and Western decision-making processes, producing political
and military effects that structurally impeded Georgia's L% membership.
The Russian approach in the Georgia conflict can thus be evaluated as a case

in which short-term strategic coherence among goals, means, and ways
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enabled the achievement of meaningful strategic outcomes at relatively
limited cost. However, this coherence did not ensure long-term stability or
sustainability, and instead constituted the starting point of structural
limitations that became increasingly evident in Russia's subsequent conflict

behavior.

Keywords: NATO enlargement, Hybrid warfare, Gray zone threats Ends-Means-

Ways framework, Consistency
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Abstract

Active Strategic Autonomy:
South Korea’s Survival Strategy in the Age of
US—China Competition

Park, Ki Tae (Currently Professor at the Joint Forces Military University (Ph.D, in
Policy Analysis); formerly Director and Deputy Director, Strategy and Planning
Division, Air Force Headquarters (Colonel, ROKAF, Ret)))

The implementation of Trump’s “New Monroism” and the emergence of
a potential “Big Deal” in 2026 demand a paradigm shift in South Korea’s
foreign policy strategy. Over the past decade, South Korea's hedging strategy
has oscillated between administrations, facing structural limitations amid
intensifying US-China competition, the materialization of a Taiwan crisis,
and great powers’ demands for explicit alignment. This paper proposes
“active strategic autonomy” as South Korea’s long-term national strategy,
transcending passive hedging.

The paper first analyzes the structural pressures that New Monroism and
the Big Deal impose on South Korea. Second, it compares four policy
options available to South Korea—strengthened ROK-US alliance, deepened
economic engagement with China, passive balance-hedging, and active
strategic autonomy—through static and dynamic analysis. Third, it validates
robustness across three scenarios: Big Deal realization, continuation of

structural competition, and Taiwan crisis escalation. The analysis



demonstrates that active strategic autonomy exhibits the highest adaptability
across all scenarios.

To realize this strategy, the paper proposes: strengthening defense and
defense-industrial autonomy (achieving top 4 defense power by 2030),
enhancing economic-technological self-sufficiency (diversifying semiconductor
and battery supply chains), and expanding diplomatic networks with middle
powers. Active strategic autonomy is not merely diplomatic neutrality but a
strategy of systematically strengthening defense, technology, and economic
capabilities to become indispensable to both the US and China. This
approach enables South Korea to resist unilateral coercion and pursue

national interests proactively.

Keywords: Active Strategic Autonomy, Passive Hedging, Trump Corollary Big
Deal, Scenario Analysis, Defense-Technology-Economy Capacity
Building
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o pa A V15 HAAT RA 2 ols|ehA Aol AH WUVEL

2 ez AR QA el =ho] ALET Yehy B AT of 4

1) Kenneth G, Lieberthal and Michel Oksenberg, Policy Making in China. Leaders,
Structures, and Processes (Princeton: Princeton University Press, 1988); Andrew
Mertha, “Fragmented Authoritarianism 2.0: Political Pluralization in the Chinese
Policy Process,” The China Quarterly 200 (2009), pp. 995-1012; Jinghan Zeng,
Slogan Politics: Understanding Chinese Foreign Policy Concepts (Singapore: Palgrave
Macmillan, 2020); Suisheng Zhao, The Dragon Roars Back. Transformational Leaders
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o’ A Fx2E FAst=A, Leja FA 7t uH
A7t AZIE R ofg A Weh=A= dig] WEEn A5 A o Ak
AR, A171¥ “Hg2 =7l(Critical Junctures)’o web |a R el FHFIL AY
& UEYAE oA er ofd Edn 459 9id

= Holn, I 22 Zpol= AR FAof o3t =7t Ao u et HFe] the
Wiehs A=A AAET ojd Ao s ARE=TE Z4, 2022 49 Hote
ZHAA A FRHUJMETAHGSD o]F THEE= HEA ES JAEA
ol Ao A= g BAS AAtsETE ofd W A9 24 @20l 59l F
e olAd Adyt AGE YHELES Auidst= AZFA A (Strategic
Alignment)®] 4H2 = o]dfE|ojo} st=7} AA|, S22 9142 AHo] B33}
gl =] o] A ofske X ¢t Ee o B w2 B3 ZAIE 1
= AFAA Y sH R AR (EE) A 7]+= 52X X](Goal Displacement)
2o ofEl F A Aot 2 WskE geld =7 @4 Ao s
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and Dynamics of Chinese Foreign Policy (Stanford: Stanford University Press,
2023).

2) Robert K, Merton, Social Theory and Social Structure (New York, NY: The Free
Press, 1968), pp. 249-260,
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U= AA o] B 24 dp oA Tt AR AR 7F ofy el 3§ 9iAke] A
=4 AT =2 A AAE AT 2 AR 7 4 S
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3) Vivien A, Schmidt, “Discursive Institutionalism: The Explanatory Power of Ideas
and Discourse,” Annual Review of Political Science 11 (2008), pp. 303-326; Vivien
A, Schmidt, “Taking Ideas and Discourse Seriously: Explaining Change through
Discursive Institutionalism as the Fourth ‘New Institutionalism’,” Furopean
Political Science Review 2, no, 1 (2010), pp. 1-25,
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of M3 o] k9] HAe] BAE A TOIA ofud AR FEE T
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2

Shehs WAA S fEshn, A9 24 ol AhE 24 sel w24
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HeAg 249 3

4) R RE ISR, “RIBEN," https://www.idepe. gov.en/zlbjj/whjj/ (M L: 2025
| 7E 7Y

5) Schmidt, “Discursive Institutionalism," pp. 303-326,

6) Mertha, ‘Fragmented Authoritarianism 2.0,” pp. 995-1012,
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BA ) Fgoz BUs] 9% 7ol ok}, WA S B3
Zak A=A AAAG Aol2 B g% B4 FAE A
olefet TAIA AA| Slel A B A= A, B B E9lae] s 7

H3LE v|wsl7] Y8l H4 =414 (degree centrality), "7l 5414 (betweenness

B
o
)
X
i

centrality), +%4& 57} (structural equivalence)S 831} 9) A4 =41

54 =HoA o" Jligo] oAl SrlaE e AEYPo R 7Edh=Al, Yot
R o AL SHH O ARet HEAS sl o $85i
w7l S8 Aol ZE2EHE ddste on[d HEFEX|(semantic

brokerage)?] Y& A|ETOEH, E FHAA AL T FE0] =

S s u=AlE 4 SRS

< F HA HE HENAY B4 Y fAMS Qoo R, A9 'E, 9
£ 5°] GSI 59 % o|F W= = FEF feo] Wit 7|9 E AHgo 1
A=A, of W F2A FJHEIA] SRHE=AE Bddhs A2 8T

AetA] &=t} B E(Ronald S. Burt)«= +32%4 S7Hd0] =2 FAA=0] +
ARet A Qo] ke o= AR Al A A Y9 = 5 7k
o] == A& =55HHA (cohesion) BT} 22 S7lA o] A}s]2 A
A F4l B A¥ske H 8 a2 5 S A7IsHITE 10 i s EQ)
Aset gl gt A 1HA =052 APA 25 HF BRI AEY
713k A e FFS Axe) gton, S5 250 AR AojH AEfolA
TF2A AR 2= Al o] AR F7]3kE 0] AWet] olfte «

Ag A7skehw

8) Peter R, Monge and Noshir S, Contractor, Theories of Communication Networks
(Oxford: Oxford University Press, 2003); John Scott, Social Network Analysis, 4th
ed., (London: SAGE Publications, 2017); Wouter van Atteveldt, Semantic Network
Analysis. Techniques for Extracting, Representing, and Querying Media Content
(New York: BookSurge Publishing, 2008).

9) Scott, Social Network Analysis, pp. 96-98, p. 140,

10) Ronald S. Burt, “Social Contagion and Innovation: Cohesion versus Structural
Equivalence,” American Journal of Sociology Vol, 92, No, 6 (1987), p. 1287.
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uj7) F4140] o), WAl ZelaE o] Auid, A7)E BE AAe Qe A%
sto] & o RedoR EEshad wt,

SR, BEA ARF o] BA0\AT Al AR ] MR F3
qug o] BAT AL dRety] e A ned B 58 T4l
3 4 olrk WA YA A AARA ofoltjolzt 244 e
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AdA A 5
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7 B0 A7) FE D dolgAle] 74

A9 A% BAlo] 94 B ATE F3 ougAo] SeA do] BHg

35t7] 9ls) B4 VIS Al Y ARH T 0w LR o|d A
AALA A =F9](Historical Institutionalism, HI)7} AA|s}= L X3
Qree] wisjol Peape] A Mejo] WS AN FAR AHHE Aol

11) James S, Coleman, Elihu Katz, and Herbert Menzel, Medical Innovation. A Diffusion
Study (Indianapolis: The Bobbs—Merrill Company, 1966).

138 _ =7t er FEF | H263 15(EH1015)



oh12) A17](2013~2017)% B3] A3 HUHRE A6 HAHe| o2
42wk} o)) ThS3t fall QB AIALE] Ao BAH MEL FH
d AR, S oy Ho] HBak el Y olets T XA EA Aol

O
>
Y
i
1
Y
ofx
ox
ox
toh
o
o
i)

FHoE AN AR, FAelwas sk

A 0] 71E ¥R 24 WS A gkl FHREE SHL

fu
o
ot
rf

g Eushs BEs)d SHow AgEt A37)(2022~2025)% v -
Aol Awst, asio) A7), Tela B - % - 8 g A% Aetets 7
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Az BAL 98] B AT 3 oW (MFA) g 22F 7|53} Fne)
o % 1406719 B2 Ho[HAlS 753

ek 7k Brloli Al A, B4 93, 29 Qx4 A Feha B4 59

12) Giovanni Capoccia and R, Daniel Kelemen, “The Study of Critical Junctures: Theory,
Narrative, and Counterfactuals in Historical Institutionalism,” World Politics Vol,
59, No. 3 (2007), pp. 341-343,

13) Mark Blyth, Great Transformations. Economic Ideas and Institutional Change in the
Twentieth Century (Cambridge: Cambridge University Press, 2002), p. 38,
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ol e Wl AL Bzt 5 AEOE AASHE 715 H BAAo] B
YEgae] S FER ojust WA R AAYEAE ARHoR Fdsts
S0l AT GSIo 2 A9] 24 Za|elo] ABhEls EAolN 244
Hio] AAE AEskn A ML) §AES ASATIEA RS GAHo
2 AEsly] §Ist £44 B2 J)%a geb B a7 wHEe gl
43 71 AARA govAE, Bau 2] TR Bt m Fhs
TxE EAE] g% Haste] BAH APHS SR

L, A|17](2018~2017): FEA7] IHA|A Y] FA 7F GEF £4

53ho] AIBARE Aot o]2= AMA AP} 2013 A
= 74T Al WEe] FHE A7] S, S uiet SR 2R
A= Aol 7|5kt o] ¥ GE HEHIS FHATOZHN S5
= B AHollA ZHAERsHT o] A7l HAAERTE 4
d YA Ao 2 fE WA A E 2o AlokS HEEof &

0
L oARA, A 2 1Y AR BRA 29 BN 4 e dAE
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X
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o
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—_>‘4~,
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2 YA7L ol RS0l FUshe AFe =Pl FACRE dddE = 9l

o]t IS ‘A E A FH| L (elite audience cost) 2] H&] EA =2 343t
S gl W91 AANAE Aol ldo] Aele WelaEe] Hlet A
) A% AUZO R B AGEA QS S ALk oleldt A e
glz0] AA WHOIA R AR Asjo] HEk GH A A5 Ho] A5 AL A

al

Sl7} 3 9~ (Jessica L, Weeks)2] =2]o} o220z 7Hof 9lr}10)

[¢]

ol

15) @8], A% WU A7) (012-47H) THER BA A el B4 B A7 Aeje
AeH &S THOR” '$ad A48d A23 (20244), p. 73

16) Jessica L, Weeks, “Autocratic Audience Costs: Regime Type and Signaling Resolve,”
International Organization Vol, 62, No, 1 (2008), p. 36,
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17) David Shambaugh, China and the World (Oxford: Oxford University Press, 2020),
p. 162,
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= uAA 1o B o] U TFeAS Ak

(H 2) sl L2 SoM HIKAI7|E, uR-53HS)
A7 Y k= YA (FHD FAREHD AL (GAP)
Al17] ]33} 0.82 8.35 09.47 =21
HgH g 8.12 0.78 0.66 =21
623 0.74 0.28 0.46 =21
A 0.68 0.21 9.47 =21
A27] E Rk 0.88 0.91 0.03 13
4 0.72 0.61 0.11 [0
H] 3 s} 8.54 0.42 2.12 B
A4 0.48 0.63 2.15 1
Al37] GSI/A Y% 0.92 0.94 0.02 421
F4 0.85 0.87 0.02 1221
SN 0.78 0.81 0.03 a1
g 0.82 8.79 0.03 a1
2 He AV uE-FEE gE HEYI0N el L2o HF ZA4n Y LEof gt 2
7t 2HE(Gap)E 28t Aol
E-PNHE=INIESEC)
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18) uh, TAAW A7) BEEA ] gt Biel Ak (4 e Rrlekm ATl e, INSS
J-E1A 2020-8, 2020), pp. 78-79.; oG}, “Far AW =R B H A F&F
9 AP 43 9 53 B AEe FAe® (24T, A0 A3E (20164), p. 53,

19) %, ‘FEREESHPLEZME VSIS RER. REAE,” FEARLNER IS,
20164 18 27H, https://www. fmprc gov.cn/web/wjbz_673089/zyhd_673091/201601/
t20160127 7575987 .shtml (FAMY: 2025 6Y 44),
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Abstract

Discursive Reconfiguration of China's North
Korea Policy in the Xi Jinping Era:
Bureaucratic Discursive Networks under
Fragmented Authoritarianism and Top—Level
Design

Seo, Sangmin (Kookmin University)

This study examines how discursive divergence and policy inconsistency
among bureaucratic actors are formed, coordinated, and rendered latent in
China's policy-making process toward North Korea. Combining discursive
institutionalism with social network analysis, the study conducts an empirical
analysis of official texts produced by the Ministry of Foreign Affairs and the
International Department of the Chinese Communist Party between 2013 and
2025. The central question is whether the bureaucratic fragmentation assumed
in the literature on “fragmented authoritarianism” has been dismantled under
the strengthening of top-level design during the Xi Jinping era, or whether
it has been reconfigured through overarching coordinating discourses. By
comparing centrality and structural equivalence in semantic networks across
different periods, the analysis identifies discursive fragmentation during the
first phase of security crises, top-down coordination during the second phase
of summit diplomacy, and strategic convergence during the third phase

associated with the Global Security Initiative. These findings suggest that



China's policy toward North Korea cannot be adequately explained by
strategic ambiguity alone, but should instead be understood as the outcome
of interactions between bureaucratic discursive networks shaped by

institutional logics and overarching mechanisms of political coordination.

Keywords: North Korea-China relations, discursive institutionalism, social

network analysis, fragmented authoritarianism, top-level design
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33) o|3%4, “II/HMAGA) mlFe] ZAb: wel-u]F-EYL S HFe]” TR} A1303,
(2026 &), pp. 29-30.

34) Rebecca Lissner, “The First MAGA National Security Strategy,” Council on Foreign
Relations December 9, 2025,
https://www, cfr org/expert—brief/first—maga—national—security—strategy/(access
ed: January 19, 2026)
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35) The White House, National Security Strategy of the United States of America,
(Washington, DC: The White House, 2017), p. 2.

36) The White House, National Security Strategy of the United States of America,
(Washington, DC: The White House, 2022), p. 6.
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37) The White House, National Security Strategy of the United States of America, 2025,
pp. 1-2

38) “America is strong and respected again—and because of that, we are making peace
all over the world,” The White House, National Security Strategy of the United
States of America, 2025, p. 1.

39) The White House, National Security Strategy of the United States of America,
(Washington, DC: The White House, 2015), p. 1.
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40) The White House, National Security Strategy of the United States of America, 2017,
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41) The White House, National Security Strategy of the United States of America, 2022,
p. 6.

42) “We will continue to demonstrate how America's enduring Leadership to address the
Challenges of Today and Tomorrow, with Vision and Clarity, is the Best Way to
deliver for the American People.” The White House, National Security Strategy of
the United States of America, 2022, p. i,
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43) “The United States cannot allow any nation to become so dominant that it could
threaten our interests,” The White House, National Security Strategy of the United
States of America, 2025, p. 10,
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44) “For a country whose interests are as numerous and diverse as ours, rigid
adherence to non—interventionism is not possible, Yet this predisposition should
set a high bar for what constitutes a justified intervention.” The White House,
National Security Strategy of the United States of America, 2025, p. 9.

45) “This does not mean Isolationism.” U.S, Department of War, 2026 National Defense
Strategy (Washington, DC: U.S. Department of Defense, 2026), p. 1.

46) “A focus on Peace and Security in Our Hemisphere ought not be confused with
Isolationism or a Withdrawal from the rest of the World,” U.S. Department of State,
Agency Strategic Plan. Fiscal Years 2026—2030 (Washington, DC: U.S, Department
of State, 2026), p. 2.

47) U.S. Department of State, Agency Strategic Plan.: Fiscal Years 2026—2030, p. 2.
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48) Rt A7to] tfst Y-8L The White House, National Security Strategy of the United
States of America, 2025, p. 12,

49) The White House, National Security Strategy of the United States of America, 2025,
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Abstract

Trump 2.0’s National Security Strategy:
The End of the American Century

Heajeong Lee (Chung—Ang University)
Hyeon Kang (Chung—Ang University)

This article analyzes Trump 2.0’s national security strategy by drawing on
three main pillars: a historical analysis of the logic of American century/
hegemony since World War II; an interpretation of Trump’s rise as the
convergence of racial and economic nationalism with populism (“White-
America—Trump first”); and a comparative analysis of U.S. National Security
Strategy reports since 2015, together with an overview of the major foreign
policies of the second Trump administration. The core argument of this
article is that the most distinctive feature of Trump’s second-term national
security strategy lies in its rejection of the logic of the “American Century”
or hegemony, which holds that leadership in establishing and managing the
international order is indispensable to advancing U.S. national interests.
While categorically refusing the burdens of global leadership, the strategy
nonetheless seeks to preserve exclusive dominance in the Western
Hemisphere and to maintain the United States’ status as the world's
preeminent power. Its primary instruments for achieving these goals are

military power and the mobilization of alliances.
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NATO(North Atlantic Treaty Organization)«= A X| - TtAME 4TS E3)

24) U.S. Department of Defense, NDS Fact Sheet. Integrated Deterrence, March 28,
2022, https://www. defense gov/News/Releases/Release/Article/2975559/nds—fact
—sheet—integrated—deterrence/ (accessed: August 8, 2025),
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3| U=0] Ao} MRS 5 6ke AS HEE o] e Yeetd S =
Z o2 19499 Y Bu] 127 o) A= lom
Ne A FHY 715S FASHEA A - ke FY 7R O AgS g
Aot UE= 20269 A 3270 H7b7F Fofstal glow, A - kE EAE
=oJstal ojof whE A A4S WHlh

AtolH] F7boll et RS who] oJgF ¥} B A4S 2002 ZefstolA
2 Bl Al At A=AbEol o8l H2E F4 AAREULH, o]F Ato]
H A= U= 42 AoA =8 FPoz thRofA k. UE= 2016
| AfolH F7hE Al59] 2 9 (Operational Domain) © & X485 0w,
AfolH] 57 o S )& Atoln] vFe] A ek(Cyber Defence Strategy)
Sttt Eot UE 2oF A5 (P 3ol upet Aoy FAo] &
A

ol RE 24N FUG 4E0R 158 S 9SS wH

e =2 Tl A

UEE Alo| 1#9] AR (NATO Cyber Defence Policy)2 F3f 3] 7+ Alo]
H otk &S 7)5)star, Ato|H ¢ <olEl@] A A(Cyber Threat Intelligence,

CTDE &-sto] =50l Aol 45 Aol "AIstAL e = =S
Al by, Afolw elol High Y& 8 Hie UE HEYT Y s B

A3
=, 3|99 3152 (resilience) 743} A, Lol Lhe 31U 2k HAH Y
du FEAFADAS)S 9T SUE A goltt,

=2 A a
T3t UEE= NATO CCDCoE(Cooperative Cyber Defence Centre of

o

Excellence), Hybrid CoE(The European Centre of Excellence for Countering
Hybrid Threats), NATO StratCom COE(Strategic Communications Centre of
Excellence) & 27|75 *F3to] AtolH QtE el A5 3skar QU
, &t=41Z(Locked Shields) 59| Alo|H Hlo] &
2 B SUTY Aol Wol AL PNV T FAYLS 2157 9)
ejAlot-9etolit Aol 3 Ho HolE hed] o] Aetal-o|gt HA
u]2o] olgk BAA B 5 Thakst RAICE $17] AR &4 AHE e A
Aslolol A UEE e 20F A5kl WA Furgslel dat o1 gkl

0|9} &+ Cyber Coalition

ﬁ—ﬂ
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I gy | FEEE L AETS D poar | omas
oA S8(CTI) ZXx|(CBM)
Five Eyes (@) o
QUAD o o o
AUKUS o
G7 o o o
NATO o (o) (o) @)
CRI o (@)

E-PS MNP RES S

Ee) Apols e B A vFE ’
o el UEe] Afolu B2t A Gsiel YAHA(HsR) H§E Fuo

25) NATO Treaty Article 3. In order more effectively to achieve the objectives of the
Treaty, the Parties, separately and jointly, by mean of continuous and effective
self—help and mutual aid, will maintain and develop their individual and collective
capacity to resist armed attack,

26) E7} 20224 Sojne] 2 ol - fHY 47) B FEY Frkel B, A, 57,

RAAES ofug

North Atlantic Treaty Organization, “Statement between NATO Secretary General

and the Four Indo—Pacific Partners in the Context of the NATO Summit in the

Hague,” June 25, 2025, https://www, nato.int/cps/en/natohq/official texts 236714/

htm (accessed: December 28, 2025).
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gFom u)at Alo|HAFEE(USCYBERCOM) = UEQ] 2h4 @ S& o] 2] - 7+

Ao 7 zFojstal itk EoE 9 AR F8(TTPs: Tactics, Techniques, and

Procedures; I0C: Indicators of Compromise) I} oA E nj=t AKX 7|o]

47 e el A0 FeA AUk ol AolH] oJFL ke

U] e Aol olxe} BerelA AW U U0 sl Aas & g0
2 BAE

L. uto]H ofo]=(Five Eyes)2| Ato|H HH

Sol B ofo]Z(Five Eyes)= ml, 9%, &% Auth hAAcE LA
AR Y FEA 2, YL 7 AR F&E Ax o7 = HR Emolr) 28)
B0l ofo] 2 (Five Byes)= Al2Ak AIATA A7]8] 19414 Sz} Aol o
5 5L o8 vlSa) o] FurlE 7k G| olZold HlelAl /AL 3
= o Qlrh olF ¥ 19439 AR I FEYS A=) 913 BRUSA
(Britain—United States of America Agreement)S #4350y, ol T
soln ofo]= Hu @ AAR WAakect 29 o % 19489 ALeir} 7hdst

o, 19559 327 1956 AWM} Jodut 2px|E 2912 S8 71a
FtH(Scarlet Kim and Paulina Perlin, 2019), 3}o]E o}o] 2= 2015 5H
v 57t A3 9] (Five Country Ministerial, FCM)E 7] &3}lal 9o, 3
9] o]& 5=+ AW FFAH(Five Country Ministerial Joint Communique)
< St

Apo] ] Qhrol Tishe] sho] ofo] =i vhd FEAEOIA Aolu] e
Hak Apolul TrrHe Al Qe W7t WFO) Fade Azsw

28) @7|&: u]=+-NSA(National Security Agency); 9 =—-GCHQ(Government Communi—
cations Head Quarter); &3 —ASD(Australian Signal Directorate); 7ZJUth—CSE
(Communications Security Establishment); 32 W E=-GCSB(Government Commun-—
ication Security Bureau),

29) BRUSA(Britain—United States Agreement, 1943), ©]% UKUSA(United Kingdom-—
United States of America Agreement, 1946)°. 2 A4,
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(DPMC, 2024), E3F 202343 109 72|= ‘mlo]H o}o]| = AA3|H(Five Eyes
Summit) o A= 0] Al 5 Fer]E B3 @3 AA ATto] BEo| Y
7 L8H0(FBI, 2023), Sto|x ofo| =7} Ajoju] QJelofq H4te] Tt die
S0 A3F) ]__I 0] O O I:;Hq]oh'q_‘

=0 = T X1 o= — AX

A5 B(SIGINT) B5o4 A2 sto] s ofo]20] Afo]w B HH 3

i)

(E 2) mo[=2 Of0|= 57i= &t SSEEQ Alo|H Qe 23 ox|

Al Fauyg
= AtolHf Zzoz QIFH LMY Y s, AT, JHY mE X|EIfA
2021 SE

= AfO|HHZ| S 2HE QO]

* ZA[Of-R32t0[Lt © & AOIH R S ZHAME 2R
* SiolEZIE 9® ZUEHZE % Yoo st HEN
2023 |= Mo, FEISR, SSHFUHS

o
2024 |= J|E MYHut HEE Sot MOIHEH Zst

2022

&=
0lo

ol

2025 = XZZ4EN(Transnational Repression)?| $£=HOZ AO|HEZISE &
&5t 271 tiE Ato|H X2l 50 HHHNMoZ S

E-VSHPSPNIRSE

o LAXL(AUKUS) Y Atolw ¥

QAXNAUKUS)= vl=, =, &5 1 4Hz) hE HEAA 2 = -5 e
Aol FHst o FAo ths FES wel, = AAe A=—EE ek
A oA o] £ F= 7HsAdS B dT A Y FE FH o2 3, «
A= 20078 wl=at G=,30) 20149 wl=rat S5 7 AEE A EE R

L

ofano] 719 E3 glom, 20214 99 TAH o2 W HelHolt).
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30) UK-US Defense Trade Cooperation Treaty (2007. 6)

31) Australia—United—States Defense Trade Cooperation Treaty (2014, 9)

32) The White House, Joint Leaders Statement on AUKUS, March 13, 2023, https://
bidenwhitehouse, archives, gov/briefing—room/statements—releases/2023/03/13/join
t—leaders—statement—on—aukus—2/ (accessed: October 6, 2025).

33) Austrian Government Defence, AUKUS Defense Ministers Meeting Joint Statement,
2023. (accessed: October 23, 2025).

34) 243 ‘m=re] FAA 71 ¥ gulEW el HA| SR AZEA Y "INSS A
B, 2955, (20249 12¢€ 11Y), p.5.
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(B 3) 27A SSTY=EHA AfolH = &3 ofH|

A7 F2U8

* 0-8-% 3= 7t €HES AIHSI0, MolH, AUSKs, LAies &
2021 of 23t JESRE o, date

» QIAE Bl Afo|H, AUBXs, YAV|e S HE 2 V&3 ©
2022 2ol 710
2023 | dat-20ilM SEY AtolHESH Z3 A F2 4 X 2FAAHY

25 S Aoldf Xz Zat

2024 |+ Tat-200M YRI|E, AOIH IR, FAHH Hop UH B o
- Tat-20iM FEZ|E UM Jh4a

- Aol Sm AR J|u YETY BEH

£

2025

X MAF 2

2, F=(QUAD)S] AfolH F

Z = (Quadrilateral Security Dialogue, QUAD):= 23 AA|E Zx g A4
oFR FolA &, YO AFoE 2007ARE 2008W7A] @] &A=
7 gEol A FHE F 20174 AE o, ER YA} ulo] &
o] Qg eF A M FoAR HAF A=stE L FASHE AT =
O] o= wl=, 1%, Y, To|H 20219 BT AYAE A= A
gAsdo] A=A T3 AE=Fol|A o hE AREH, FAAIH, ut
19T 39 NHE Fol AR w7E Adsta
3 o[t Fztel izt %7+ 9]

27
A

rht
i)

%

o

35) AUKUS Forum, AUKUS, Cybersecurity & the Future of Trusted Information
Sharing, August 6, 2025, https://aukusforum,com/aukus—news/f/aukus—cybersec
urity—the—future—of—trusted—information—sharing (accessed: October 26, 2025).
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Al7| F2UE
= AlO|H{ ol CHE sial olmat SR &5t
2021\, HE ToE AMolH OF &Y
= AO|H HEEEIR
* OXIE ME # MHlA SSYe A g AlE o ot
2022, HEZE sw EHot #F FHolE S8 Sw Het MEfA
= 5G CI#5IS 9I5H Open LAN FEMSWTI §2i5im XBtEZEg x4
* Open LAN 7155 Sdfl S4 HESRI =¥
2023 1. smugsis, JlaBE, Afoly 0w HE HES N
- Mg NS AHolg B
= HOt ATZEQN VY, 2&E H US
* FEE AZEQO EHo ¥ Y etHE e BE
= Ay = Ato|H HZIX[(Quad Cyber Challenge) 7 %|
2024 | FHE AO|H EEZHZ(Quad Cyber Bootcamp) S AtO|H <H=Fztst
D2ME O|LME|E 435}
» ZUIOIHQL FQ I} HEQYZT HSE &t FUM Al gl 23]
E flgt 35 = AojH EEE ZRE /T HHH WS L4
= S{¥EHE 1E8a AO|HEQH 20F SolAfel IXMuF
2025 |= 5ot dsEtm SHE HEH

=X M Ay

ok F8 THS(GN Y AtolH @Y

8 77/H=(Group of Seven, G7) MA| ZA|e] W&k}t =7} 1+ A A=<
=

d, I,

Y 2 22 kosk FoAolth. 6T uF, A,

ofgdel, MUt FAAEY, FHAT(EV)E o] 7|-2A A
Aek. GT F8 A= I IAEAL} 2= GA Avd Lo Bt ookt

OIUME|HE =Fdl gtom, 53] A 2okl S8k GT A%

36) &2, W= FEAA £ T AvFHE A7 p.s.

244 _=712tEeF FEF | M26H 1S(EB101S)

o 3o




AlolH oFr 9} W 3lo] GT-2 OAM|Au} AlolH 1E(Ise—Shima Cyber Group,
ISCG)Z& &l AtolH QbR e AL =ofstal §lom, QIF A5 EofollA+=
‘3| ZA|u} Al ZZZA| A (Hiroshima Al Process, HAIP)'S &35l 29 Al

AL =05 F2I8HAL 9t} 37 G7-2 20204 F=r &F¢fo] 5G AH|o| it

o

A THsa 1% AEA TR B ¢S BESATh T Rt =
HAZ 2 WY BAES BEsto] AR WES B Aolm 1A 1 Abe]

AR 93w, Aole] Sl gzt 4
E g /RO Stk ol 6T 22 F§, o, /& PEe 495
B4 SOl AAT JFLL GAFO RN PAA o

AL AT X2 FEET ET Afolu] FrelA et

o
o glof AL /b AT A eI T SN K9k owa o

37) G7, Q7 Hiroshima Leaders’ Communiqué, May 20, 2023, https://www.mofa.go.jp
/files/100506878 pdf (accessed: November 8, 2025),

38) G7, G7 Hiroshima Process on Generative Artificial Intelligence (Al). Towards a G7
Common Understanding on Generative AI, September 7, 2023, (accessed: November
8, 2025).

39) G7, Kananaskis Common Vision for the Future of Quantum Technologies, June 17,
2025 (accessed: November 8, 2025),
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Al SHoA G0l Fa%E I st A=A AR Y-S AIehE Vle=
El=g
(H 5) G7 T43[o] AtO[H QtE & ol
Al7| FUg
= J|E IZHY AolH 27 Mo st 252 ol SX
2021 |= MO I HI S HH
= ICT Ql=gt 5% Hot =7
= MY SHo MUS 21, DHXHE MBSHX| ©S
= JhARRAE 2 JEAREAE MHA S0 et X2 MIEEX]
2022\, Aol ARt Y X|HXE MX[etD AHHAE =X L+
= Yoo &= Q=2 YEER ¥ 34 ST
= AO|H ZAl A|AEIDL 22 e AMYs Y EF 0|58x7Ie2 ©
2023 2N dy=2o =& X
= ZHMQYO, AHOIHHZ|, XIZME S A
= HCHHAE AO|HHZ[E H|ES FH|5ts THELH 27t X|X]
= QZXls FHE fol SIZAIOF Al ZEMA HA
= B3O AtO|H JZHolA M U= WSO hEt AdL5E XE AE FF
* O|MIAIDK(Ise—Shima) AtOIHOE &#& ZH
2024 |= I¥H I 3 &5 L&t
= J|El, AN, FLI|HAIE AOIHRE HE, loT EHQt 0|58
7l& =& S|, HolEe XREE 55, ¢HE 2F J|& U™
sl =2
= 'G7 AO|HEQH YAOE oFMY U
2025 |= ‘Al HAZ 2ot MHHHE'S WHsID 'G7 SBOM for Al' 2
= 'G7 YXt7|&2l Oj2fof CHSt SSHIM W

Sxf: KX AN

vk @At o lUAEE(CRD S Atol¥ EF

Y] HS o]y E|E(Counter Ransomware Initiative, CRI)+~= ©]=-

2710 R 3] 9] (National Security Council, NSC) FE2 309 7=+ ALE9]

Frofste] 20219 WEE At CRI= WA o] Aol ti-8-st7] fleh vIEY=
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(# 6) CRI 3588 F2UE

A7 F2Ug
» Adelof Qlmat =F 3 SRR M
» Mo SHo cist 3= 3
2021 Y Mo 28=E s 22X s Z
» IHEFAES Soi WMl YEHAE mulstn MY HE2
=H sHZ
» Yo 3ol MY 21, nHHME MISHK 2
oopp |7 JPEAR S TRARR MEIA MS Y oSt XS MY
» Mo #RAXt A X|HXE Motz AMHE XX LT
» dyYojol E8== ozmet YEIR ¥ 32 ¢ A
* CRI &0 Z7te| d& st
2023 | QENE TR L A4S XA L&
» Hy X2 SR chet 35 M YN Y H MBS XA
» ddedol SHoll gt 2= s
2024 |= el 34 mlsi=g X|Hstn X0 chet 8 2 ME
» Y FE A Hel XE SRE 2B 2210 EUE Y
» FE3IR ¥ Y =9
2025 |- Qo] Aol ofst CHEE S S Qx| MEel
= Yo EM sHES flet MYU=E FIH WS E EX
X MAF 2
4. 0Z9 Aol AT FFA
] s B o L B N
=i G2 2 T BAE v 2R AE QL FofollA o] HHofl o]
Helo] Wi SHelo] Ajolu] ohn Bop A= 1uet Bl Akela oo
Qe w sjuTon] 714 Eag ol FEujel nFae] TA] F2
g Hosty ‘E4 IA|(special relationship)' S FA8taL Q. v]=t3} <

7k Apolu] e gele 91d AR B4,
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oA AFAE(ADON o]=7|7HA] thefRt FoA A=l gloew, Fr|He
= AfolH QbR FA ek, HEA tfg Hebol thsl sk At 8 ¥
wok= the 2

G vpo| B ofo]=(Five Eyes) HJE I} 2AXL(AUKUS) oHE HA=
SOl AtolH Hok AL A 7lE & A 7 okoll A EEskar Qleh. AlolH
AE AR T sty v =2 S2H9-EM(Clarifying Lawful
Overseas Use of Data Act, CLOUD Act)ol] 3t AL A Aslo] ka9 A}
H71Ho] 71 7ol AA HolHE A a4 4 =5 shleH, ol
3l Atolw] W H, ElP, oFs A 25 5 S WA A&3] e 4= Tk 40
Apole] W ot wHste] g=o HFE vl tigH<el US-CERT9}
CERT-UK+= AlolH 9§ AR Z89 Al of-g Eololl A F&star et

2015 v g FAslEolA = IF Afold ¢tE HES B Aoy &
Ogt o] Y= T8 =Lt AfolH Het HEH 91 HE I, AE dE,
A 2ok FY A Foll Fsiiity. = Atold Het Bl YIEQ A o
e TS AASHL, ul=9] Abo|HEQE QA (U.S. Cybersecurity
Framework) e} &J=42] Ato|H| of Al (Cyber Essentials) AlEE ZF3E AlO]
W 2ol Alx W 532 AR Frelshgit 4

201849 1= mEQIEF(DHS)Y A=A (FBD), 9= =7HAbolHbEAl
E|(NCSC)= 2lAloFe] AtolH] Egof tiet 3F 7|& AEE YEsIT. £
o= G2 2021 AtolH oY A, 5 EF, AHEEE dYe s ¥
=5 Zsbskainh. 2024 vt G2 A tistol A = I FE T 359
W - QtE B S w=olot S0 gl e AAISHL @A~ (AUKUS)
=

2 7stely, o= AR %2 W 7d(Foreign Information Manipulation

40) U.S. Department of Justice, Landmark U,S,-UK Data Access Agreement Enters into
Force, October 3, 2022, https://www justice,gov/archives/opa/pr/landmark—us—
uk—data—access—agreement—enters—force (accessed: November 18, 2025).

41) The White House, FACT SHEET. U, S, —United Kingdom Cybersecurity Cooperation,
January 16, 2015, https://www, gov,uk/government/publications/us—uk—cybersecu
rity—co—operation—fact—sheet (accessed: November 18, 2025),
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and Interference, FIMI)o|| tf-85}aL 2t Ato|H 3P| AtHS 93 Y=<
FE Aol Wol WS 2olE AL Madshgin

Q1EA%G Hof Wit THAst] 20239 W AtolwEel 9 Qlxe} mols
(Cybersecurity and Infrastructure Security Agency, CISA)¥} = =+7}A}
o] H H oL E] (NCSC) = ‘A]F2] €] Hlo] t]zFol(Secure by Design) L2l 7]ut
o2 3k Al Al2F A XS 35 RS B3 20249 F=r et
<A1+ A(Defense Science and Technology Laboratory, DSTL), u|= 115H}r
AAFAIE = (Defense Advanced Research Projects Agency, DARPA), 7juyth
AHF L7k (Defense Research and Development Canada, DRDC)Z Al,
AtolH] Hob AH w=wQl 7& e 1% 35 A7 EHS AZEsklct 9

= = 9 BAE FF, 3% Hol AA 5, 4l A, AdlE
Hels 2% Aok 1 wAYS| 7Rk AlolH oFE S S5 5
o] A} 7HxE ARskaL, of oA Afolw YAt A A B8-S Faste

ApolH] B7b Ao A oA\ E Fokshs WAOR ulste] SRS T
o S

g, 0Z-gE Afolu ohn e

A22E A o5 195149 v Lt zofS Fof SAHCoR tE g
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42) UK National Cyber Security Centre, Joint US-UK Statement on Malicious Cyber
Activity Carried Out by the Russian Government, April 15, 2018, https://www,
nesc, gov, uk/news/joint—us—uk—statement—malicious—cyber—activity—carried—out
—russian—government (accessed: December 1, 2025).

43) GOV, UK, UK, US and Canada to Collaborate on Cybersecurity and AI Research,
September 20, 2024, https://www,gov,uk/government/news/uk—us—and—canada—
to—collaborate—on—cybersecurity—and—ai—research (accessed: December 1, 2025),
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T QI dE ¥ AW, S AWaHt Sllwt(People’s Liberation Army
Navy, PLA Navy)®] 92 39 %l 5ol Wt S=of et 91 Q14o] iz

G glek, 3k Habol] tfaiAll SEHE ulakel A Aol 34 27t 5
Al
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Abstract

U.S. Cyber Integrated Deterrence Strategy and
International Cooperation:
Focusing on Alliances and International
Organizations

Yang Jeong Yoon (National Security Research Institute)

Lee Jong Jin (Seoul National University, Institute for Peace and Unification Studies)

International cooperation among states is essential to respond to attacks
occurring in cyberspace, which has become a critical domain of national
security. The United States pursues an integrated deterrence strategy to
counter the cyber capabilities and influence of China, Russia, Iran, North
Korea, and other malicious actors, with the goal of establishing a defensible,
resilient, and wvalues-aligned cyberspace. U.S. cyber integrated deterrence
expands the traditional concept of deterrence in order to overcome the
limitations of conventional cybersecurity efforts that arise from the unique
characteristics of cyberspace. By integrating military capabilities, international
cooperation, and efforts to shape normative perceptions, the strategy seeks to
combine various non-military instruments within a unified framework. As
part of this strategy, the United States implements international cybersecurity
cooperation with allies and partner countries through both multilateral forums
and bilateral mechanisms.

Under the framework of integrated deterrence, U.S. international
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cybersecurity cooperation aims to deter adversaries by mobilizing the
capabilities of allies and partners so that potential attackers perceive the costs
of cyber operations as exceeding their expected benefits. This study focuses
on how the U.S. cyber integrated deterrence strategy connects and utilizes
various components of deterrence—capability, defense, and norms—to address
cyber threats. In particular, to examine the strengthening of deterrence
through international cooperation, this study analyzes multilateral institutions
and bilateral cooperation involving the United States that include
cybersecurity as a key agenda. Given that cooperation with the United States
constitutes a central pillar of South Korea's international cybersecurity
engagement, this research seeks to provide a structural understanding of U.S.

cybersecurity strategy and its approach to international cooperation.

Keywords: Cybersecurity, Integrated Deterrence Strategy, Deterrence Strategy,
North Atlantic Treaty Organization (NATO), Five Eyes(FVEY)
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