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China’s Digital Silkroad

: Goals, Prospects, and Implications

Yoo, Hyun-Chung

(Institute for National Security Strategy)

The purpose of this study is to analyze China’s ‘digital
silk road policy’ and to explore the strategic goals of China
embedded in this policy and the response status of major
countries and to seek a future response from our government.

China’s digital silk road policy is initiative to cooperate
with OBOR countries for strengthening connectivity
and developing scientific and technological power, and
furthermore, it has the aspect of norm competition to
replace the Western-centered norm order with a new order
led by China.

The Chinese government is @ building basic infrastructure
for e-commerce by building land and sea optical cables
and is actively seeking domestic companies to advance into

overseas markets in the smart city construction sector. 2

Abstract

Recognizing that competition for leadership in the high-tech
sector determines the direction of global leadership in the era
of the fourth industrial revolution, china is deeply interested
in artificial intelligence, satellite navigation system, and
quantum computing. As these strategic technology projects
can be used for military and security purposes, it is believed
that they also aim to strengthen military capabilities through
science and technology. At the same time, ® china also
challenges Western cyber governance by asserting Internet
sovereignty and cyberspace destiny community theory, while
spreading the Chinese governance model to neighboring
countries.

Digital Silk Road is strategically important because it
is directly or indirectly related to areas such as economy,
science and technology, military and security, and digital
governance, where the U.S. and China are at odds. The
international community is looking at the digital Silk Road
policy from both sides of the “opportunity and challenge’,
while the international community is seeking strategic
countermeasures to counter the U.S.-China conflict.

The overheated competition between the U.S. and China

is expected to heighten uncertainties in our external
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environment. Therefore, it is necessary to proactively review
the Korean government's strategic policy measures to cope
with China’s technological rise and the competition for
technology hegemony between the U.S. and China. First,
it is necessary to set up its own security guidelines as a
diplomatic response to cybersecurity. Second, it is necessary
to strengthen cooperation with European countries that
maintain a similar position with our government. It is
believed that it will help strengthen the bargaining power by
discussing countermeasures and level of response to the U.S.-
China conflict with them. Third, it is necessary to establish
a digital cooperation center to strengthen communication
between Korea and China. As Korea-China relations are
expected to cross tensions and cooperative relations in the
event of a U.S.-China conflict in the future, it is necessary
to set up an organization dedicated to the technology sector
between Korea and China to discuss ways to cooperate and
iron out differences. Fourth, it is necessary to strengthen
technological cooperation with developing countries in
Southeast Asia and Africa for potential market development.
Fifth, efforts should be made to establish the international

norm order of cyber governance at the same time. Although

Abstract

it will be difficult to narrow differences between the two
countries on cyber governance, it is necessary to at least
prepare materials that can coordinate and manage cyber
conflicts, such as standards for cyber security, sanctions,
procedures for each country’s response, and international

organizations for resolution.

Keywords

Digital Silk Road,
Policy Objectives of the Digital Silk Road,
Internet sovereignty, cyberspace destiny community,
competition in normative order between the U.S. and China,

cyber security
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