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Abstract

North Korean Intelligence Agencies

in the Kim Jong-un Era

Kim, lI-Gi
Kim, Ho—Hong

(Institute for National Security Strategy)

This study analyzed the current situation and characteristics
of North Korean intelligence agencies in the Kim Jong-un era.
In the Kim Jong-un era, the system of intelligence agencies
in North Korea maintains its basic framework in 2009. The
225th Bureau, which moved to the Cabinet, returned to the
Labor Party and was renamed the Cultural Exchange Bureau.
North Korea's intelligence agencies can be divided into two
parts, depending on their work scope. Domestic intelligence
agencies are the State Security Department, Ministry of Social
Security, and the Ministry of State Security. South Korean
and overseas intelligence agencies are Security Bureau, while
South and overseas intelligence agencies are the General
Bureau of Reconnaissance, United Front Department, and the

Bureau of Cultural Exchange.

Abstract

North Korean intelligence agencies in the Kim Jong-un
era show the following characteristics. First, North Korea's
intelligence agencies are establishing a system to report
directly to Kim Jong-un. North Korea's intelligence agencies
are assigned to the party, the government, and the military,
respectively, but they are directly directed and controlled
by Kim Jong-un for their information activities. Second,
the first vice director Kim Yo-jong and Organization and
Guidance Department (OGD), are instructing and supervising
intelligence agencies at the party-level. The OGD has a
Political Bureau as an independent department for each
intelligence agency and dispatches political agents from OGD
to the Political Bureau to monitor and control individual
intelligence agencies at the party level. Third, cyberattacks by
North Korean intelligence agencies are increasing. The United
Front Department and the Bureau of Cultural Exchange
participate in the cyberattack, led by the Technology
Bureau of General Bureau of Reconnaissance. North Korean
cyberattacks appear in cyber information collection, cyber
terrorism, cybercrime, and cyber psychological warfare.
Fourth, the organizational changes in the North Korean

intelligence agency were as follows: the establishment of the
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General Reconnaissance Bureau, the change of the name
of the intelligence agencies, the promotion of the National
Committee for the Peaceful Reunification of the Fatherland
to a national-level organization, and the establishment of a
special military Court of the State Security Department. Fifth,
information activities related to North Korean defectors by
the State Security Department are increasing. As the number
of defectors increased in the Kim Jong-un era, the State
Security Department was in charge of solving the problem. As
a result, the State Security Department is entirely responsible
for intelligence activities concerning North Korean defectors,
and other intelligence agencies assist the activities related to
South Korea and overseas.

In the future, we expect that North Korean intelligence
agencies will change in three main ways. First, North Korea
will establish a new department similar to the former
Labor Party’s “administration” to take charge of the North
Korean intelligence agency. Second, it will decentralize
intelligence agencies that manage South Korean and
overseas tasks, currently concentrated in the General Bureau
of Reconnaissance. Also, some of the agencies are expected

to be transfer ed to the Labor Party. Lastly, North Korea

Abstract

will enhance cyberattacks using North Korean intelligence

agencies.

Keywords

North Korea, Intelligence Agencies,
The State Security Department,
The General Bureau of Reconnaissance,

The United Front Department
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