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Abstract

Hybrid Biological Threats and Biodeterrence Strategy:
Toward Deterrence by Denial in the Gray Zone

HyunJung (Henry) Kim
(Institute for National Security Strategy)

This report examines the evolution of biological threats beyond the conventional categories
of biological warfare andbioterrorism. It argues that contemporary biological threats are
increasingly likely to emerge as hybrid biological threats, in which pathogens, toxins, or
suspicious biological materials are combined with non-biological tools such as drones,
unmanned systems, cyber—attacks, disinformation, supply—chain disruption, and proxy
actors. Traditional biodefense frameworks have largely developed around scenarios in
which the type of incident and the responsible agencies are relatively clear, including large—
scale pathogen release, wartime biological attacks, bioterrorism, naturally occurring
infectious diseases, and laboratory accidents. However, emerging biological threats may
seek strategic effects not through mass casualties alone, but through prolonged uncertainty,
rising response costs, public distrust,operational disruption, and disputes over responsibility.
The report emphasizes that the interaction between the intrinsic characteristics of biological
agents and gray-zone tactics can significantly complicate deterrence and response.
Incubation periods, nonspecific early symptoms,resemblance to naturally occurring disease,
and the time required for pathogen identification and attribution create a strategic space
that hostile actors may exploit. In such situations, ambiguity over cause, intent, actor, and
scale of harm can delay decision—-making and widen institutional gaps among public health,
law enforcement, military,intelligence, and allied actors. On the Korean Peninsula, these
risks are amplified by North Korea’s dual potential for both traditional biological warfare and
low-intensity hybrid provocations, as well as by the possibility that the Republic of Korea

Armed Forces, U.S. Forces Korea, the United Nations Command, public health authorities,
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police, fire services, and intelligence agencies may all become involved in a single biological
incident.

Against this background, the report argues that attribution— and punishment-based
deterrence alone is insufficient for addressing hybrid biological threats. A South Korean
biodeterrence framework should therefore integrate deterrence by denial into existing
deterrence concepts. This framework should strengthen early warning, shared situational
awareness, sample and information sharing, medical countermeasure allocation, operational
continuity, risk communication, and societal resilience. Rather than replacing attribution
and cost imposition, deterrence by denial should complement them by reducing the
expected benefits of biological coercion. The central objective of South Korea’s biodeterrence
strategy should be to ensure that even if a hostile actor initiates a biological incident, it
cannot achieve the intended effects of confusion, delay, distrust, alliance friction, or social

disruption.

Keywords: hybrid biological threats, gray—zone tactics, biodeterrence, deterrence by denial,

Korean Peninsulabiosecurity
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