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4 ITU, National Cybersecurity Strategy Guide (2011), p. 5.

5 Michael N. Schmitt (ed.), Tallinn Manual on the International Law Applicable to Cyber Warfare: pre-
pared by the International Group of Experts at the invitation of the NATO Cooperative Defence Centre
of Excellence (Cambridge University Press, 2013), p. 258.

6 XX, “otE et F o] Bt} Ato| Ot TYX| - HEAT, 162 M 2= (2013), p. 182.
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Bt =24} el ot msl= 2okt 24 s F2 s
ofsf o] FofAH EelA oz HHSA dulof gis] 7FsiAl=

sk A e AlelHEte AEsHA AE A7 e oF 7]
HEAlEo] Higk MBS Tok=t] of7]ole F2 FEEAVINA L o]
oF B dubE Rl AR7IREA o] 71A] = HslE 2ok AlolE

olut Z--E(router) &2 L2 F8 JHFA/HEAHo]

oloh Zo] AolHZIHE olEA] AXBhLE BH BRI o] 3] =7
Aelz ol 9lom FAH FoIE £2H] 3}

oLt Afo]HZrol ks ZHEAIAIH RAAIA 7H] A 5B 0141
otk A Brshi, o A7 zko] Azt o] thet 4T olEAE

7 Ibid., p. 183.
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8 Joseph A. Camilleri, & Jim Falk, The End of Sovereignty? (Aldershot: Edward Elgar, 1992).
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9 Jorge, ABartelson, Genealogy of Sovereignty (Cambridge: Cambridge University Press, 1995).
10 Stephen D, Krasner, Sovereignty: Organized Hypocrisy (Princeton: Princeton University Press, 1999).
11 K{THE 2f, == 0| Ato|H] Bt oot WIHHIK| 1%, pp. 36-37.

12 Walter C. Opello, & Stephen J. Rosow, The Nation-State and Global Order: A Historical Introduction to
Contemporary Politics (Boulder, CO: Rienner, 1999).
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13 Samuel J. Barkin, & Bruce Cronin, “The State and the Nation: Changing Norms and the Rules of Sov-
ereignty,” International Organization, Vol. 48, No. 1 (1994); Thomas J. Biersteker, & Cynthia Weber,
eds., State Sovereignty as Social Construct (Cambridge: Cambridge University Press, 1996).

14 Stephen D, Krasner, Sovereignty: Organized Hypocrisy.

15 J. G., Ruggie, “Territoriality and Beyond: Problematizing Modernity in International Relations,” Inter-
national Organization,\ol. 47, No. 2 (1993).
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=AY Y] hRlEo] 2 Q= dEFA(Insecurity)7h &
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B4 AR F3 dQlo] HA AsF o= HolEo7l A& +H
(Absolute Sovereignty)Q 2+ FHI7F] FA|T FARJME7 S
g o iohe Aotk AAEZ ol A= =Hiet SAF9S EEte
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oz A TA L= SHAX AR oulE =t F
H=7PE 5= S B2 ABE F9A disA] FoE FE
8 7h= ol o ot At FHAXTHAIA] F
A @ o= sto] FH gt o235 A= Aotk whEbA
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16 Charles, Tilly, Coercion, Capital and European Sates AD 990-1900 (Oxford: Basil Blackwell, 1990).

17 Mg ef, T ol Ato| et nt otute: HWoRK|K| 12, p. 39.
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W old 79 Ade 49] YAETelol T4ty & 5 9
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o B 93 U, AeH B BE| B4 5O et @

18 Jorge, A Bartelson, Genealogy of Sovereignty.

19 Clark, lan. “Beyond the Great Divide: Globalization and the Theory of International Relations,” Review
of International Studies Vol. 24, No. 3 (1998); Cutler, Claire. “Critical Reflections on the Westphalian
Assumptions of International Law and Organization: A Crisis of Legitimacy,” Review of International
Studies,Vol. 27, No. 1 (2001).
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FAAS Fa WSS AT TATAAA GAHE PAHL B
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QhEL 9190] BAfek & 4 QT M olejet o) Bl 2o
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=7hg e Az gE olsiiAE 275t F AR SABAE A
5 A FEARS 52 i e &S U e 2AE
gt SFHA Aol o]FojYogH Tt DA FAST

[©)

20 KX 9, "FHZO| AfO|H B n} Shet: WIKNH X, pp. 40-41.

21 Barry Buzan, People, States, and Fear: An Agenda for International Security Studies in the Post-Cold
War Era (Colorado: Lynne Rienner Publisher, 1991) p. 363.
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Abstract

The Trend of Changes in Hacking in the

International Society and Countermeasures

Chae, Jae—Byung

(Institute for National Security Strategy)

The purpose of this research is to examine the trends of
changes in hacking in the international society based on
the recognition of sovereignty in cyberspace and to present
Korea's countermeasures against hacking by analyzing
principal agent, technique, and target of hacking.

Hacking is expected to become more advanced as it
continues to increase, so efficient preparation, management,
and response systems are needed. In particular, it is time for
Korea to actively seek countermeasures against hacking in
preparation for cyber disputes as discussions on sovereignty
in cyberspace have been active in the wake of the fourth
industrial revolution and the Internet of Things era. As a
countermeasure against hacking, I'd like to propose a plan
to establish a so-called ‘Cyber peace regime on the Korean

Peninsula’.

Abstract

In order to establish a cyber peace regime on the Korean
Peninsula, Korea should take the initiative in forming a
cyber international cooperation network through various
cooperation with the international society. And to that end,
Korea must strengthen international cyber partnerships
and strengthen multilateral and bilateral cyber international
cooperation with neighboring countries on the Korean
Peninsula, including the United States, Japan, China and
Russia, to deter cyber-attacks. Furthermore, as a leading
cyber country, it must maintain a neutral and universal
position regarding the establishment of cyber international
norms, along with support for cyber-latecomer countries.

In order to promote the establishment of a cyber
peace regime on the Korean Peninsula, first of all, at the
international level, Korea should take the initiative in
international governance in cyber fields such as UN GGE
to strengthen international cooperation on cyber. Next,
at the regional level, cyber international cooperation will
be promoted through multilateral cooperation rather
than bilateral cooperation in the surrounding areas of the
Korean Peninsula and in Northeast Asia. Finally, at the level

of individual countries, Korea should actively push ahead
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bilateral or multilateral cyber cooperation with major cyber-
related countries such as the United States, Japan, China, and
Russia.

Meanwhile, regarding North Korea, Korea will issue North
Korea's hacking into international issues and encourage
sanctions through international cooperation. At the same
time, it is aiming for a cyber deterrence effect by leading
North Korea to discuss international cyber norms.

In order for Korea to play a leading role in building a cyber
peace regime on the Korean Peninsula, it is necessary to
establish cyber principles that clearly reflect Korea's position
and persuade the international society. Therefore, in order to
establish such Korea's cyber principles, the so-called ‘Basic
Law on National Cyber Security’, which has a basic legal
nature, should be enacted. Through this, it will be possible
to set up cyber-related agencies and express cyber-wide

principles.

Keywords

hacking, hacking techniques, cyberspace,

sovereignty, security
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